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About these Release Notes

These Release Notes describe all features that are included in Veeva Network 20R3.0.1.

SUBSCRIBE TO RELEASE NOTIFICATIONS

You can receive email notifications about upcoming software releases and the supporting
documentation:

e Software releases and maintenance - Go to trust.veeva.com. At the top of the page, click
Subscribe to Veeva Trust Site and subscribe to the Veeva Network component.

o Release Notes and Data Governance documents - PDF files are posted on the Veeva Support
website. To be notified when new documents are published, click the Follow button on that page
or the Announcements section in the Network Community.

For more information, see About Network Releases in the Veeva Network Online

Help. Browser requirements

These are the minimum browser requirements for Veeva Network:

e Google Chrome™ (most stable version at Network release)
e Safari® 10+

e Microsoft Edge™

Veeva Network is not supported on mobile devices.

Release Note updates

The following enhancement has been added since the Sandbox version was published:

e SSL certificate update - Customers who explicitly download and install certificates must update
the certificate for veevanetwork.com.

All material in the Release Notes should be reviewed to ensure that updates to existing topics are noted.


https://trust.veeva.com/#!/
https://support.veeva.com/hc/en-us/sections/360007932514-Network-Release-Notes
https://support.veeva.com/hc/en-us/community/topics/115000288014-Network-Announcements
https://docs-vdm.veevanetwork.com/doc/vndocad/Content/Network_topics/Overview_topics/About_Network_Releases.htm
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What's new

The following key enhancements comprise the Veeva Network 20R3.0 major release.

ST DS DM AD

General updates

SSL certificate update Customers who explicitly download 20R3.0
and install certificates must update
the certificate for veevanetwork.com.

Browser support Internet Explorer™ 11 is no longer 20R3.0
supported for Veeva Network.

Environment tag Tags have been added to Production 20R3.0
instances to help you quickly identify
the environment you are using.

Home dashboard widget A new widget provides an overview of 20R3.0
the data domains and records that are
loaded in your Network instance.

Sandbox URL Sandbox instances now have unique 20R3.0
URLs.

Profiles

Task visibility Standard users can be given access to 20R3.0

view tasks submitted by all users, not
just their own tasks.

Candidate records Sub-objects are now deleted when 20R3.0
candidate records are deleted.

Reports

Tree view The SQL Query Editor displays a tree  20R3.0
view of the data domains, tables, and
fields in your Network instance to help
you create queries.

Inbox

Assigning tasks Improvements have been made to 20R3.0
help data stewards quickly reassign
tasks.

Suspect match Usability improvements help data 20R3.0

stewards process these tasks.
Data validation rules

Custom keys Data validation rules can be created 20R3.0
for custom keys on HCO and HCP
objects.

Data updater

Address cleansing Data updater jobs for address objects 20R2.1
now contain an option to enable
address cleansing.
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Data model
Network Expression (NEX) The LOOKUPN(), JOIN(),
rules GETTARGETTYPE(), and DELETE()

functions are supported for NEX rules.
Data domains

ERD view Network now provides an entity
relationship diagram (ERD) view for
each data domain in your Network
instance.

Lookup tables

Reporting on lookup tables Advanced reporting users can report
on and query against lookup tables
using SQL queries.

Veeva OpenData subscriptions

NCPDP IDs National Council for Prescription Drug
Programs (NCPDP) data is now
available only to customers with
NCPDP licenses.

Additional OpenData Parent The tooltips that displayed beside the
HCO records options for this setting have been
removed.

Convert opted-out records When HCPs opt-out of OpenData, the
records can now be automatically
converted to customer-managed
records.

Filter labels Some field labels for filters are
updated to more accurately reflect
how the filters work.

Source systems

System types Source systems include a type and
icon so it can be immediately
identified as a Veeva system, SAP
Concur system, or custom system.

Source subscriptions

Job error log The job error log now contains a
Native Key column.

Record state management A new advanced property can be used
to determine which records should be
updated during a job.

Target subscriptions

Exported files Target subscriptions contain options
to define fixed FTP folder names and
exported file formats.

10

20R3.0

20R2.1

20R3.0

20R3.0

20R3.0

20R2.1

20R2.1

20R3.0

20R3.0

20R2.1

20R2.1

ST DS DM

AD



Network integrations

Integration Dashboard

Network Bridge - Migration

Network Bridge - Error log

Veeva Connector support
for reports

Veeva CRM - Delta IDs

Veeva Connector - Nitro

Admin settings
Workflow settings for sub-
objects

Users

Data visibility profiles

New user type

Welcome email

API
Version update

Search exclusion filters

Veeva Network 20R3.0.1 Release Notes

A new dashboard tracks all integration
activities from a single location.

Network instances that use the CRM
Data Subscription will be migrated to
the Network Bridge by spring 2021.

Error report logs can now be
downloaded in Microsoft Excel (.xlsx)
format.

Upsert jobs can now export data to
CRM or Vault directly from Network
reporting results.

Delta IDs for rejected DCRs are
incremented to ensure data is synced
between Network and CRM

The target subscription for the Nitro
Connector now exports individual .gz
files to your FTP server.

Administrators can define rules to
route custom sub-object types to local
data stewards.

The Read-only access permission is
renamed to Data Read-only access.
The permission applies only to data.

A new user type called System and
Data Admin combines the capabilities
of system administrators and data
stewards.

The new user welcome email is
updated to include the user type and
Network instance URL details.

The Network API is updated to v22.0.

Integration users can now exclude
records from search results using
custom fields without excluding Veeva
OpenData results.

20R3.0

20R3.0

20R3.0

20R3.0

20R2.1

20R2.1

20R2.1

20R3.0

20R2.1

20R2.1

20R3.0
20R2.1

ST DS DM AD

Developers

Developers

Note: The System and Data Admin user has all of the capabilities of the System Administrator and Data
Steward users. Features and enhancements that apply to those users also apply to the System and Data

Admin user.

11
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Data Governance - Specific updates for fields and reference data are provided in the Veeva Network
Data Governance release notes for every minor and major Network release.

12
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Introduction

Veeva Network includes Network Customer Master, and for applicable countries, Veeva OpenData
Customer Data.

Veeva OpenData provides identity, demographic, and licensure data about Health Care Professionals
and Health Care Organizations.

Network Customer Master is a SaaS Master Data Management (MDM) application that is populated with
a subset of the data from Veeva OpenData, according to each pharmaco’s contract with Veeva.

Data Data
Chdnge Ch%ige
Reqgests Reqgests

Vegva
OpenData
Pharmaco 1 Pharmaco 2

NETWORK CUSTOMER MASTER

Veeva Network Customer Master is a multi-tenant SaaS Master Data Management (MDM) application.
Each pharmaco that subscribes to Veeva Network has its own Network Customer Master tenant (often
referred to as a Network instance similar in concept to a Veeva CRM or Salesforce.com org).

Where Veeva OpenData is enabled, each Network instance comes pre-populated with data from the
Veeva OpenData databases to which the pharmaco has subscribed. Veeva Network automatically keeps
the data in each production Network instance up-to-date and in sync with the data in Veeva OpenData.

Pharmacos can also load their own data into their Network instance and match and merge it with the
Veeva OpenData data. Veeva is responsible for stewarding the quality of the Veeva-provided data as

well as any new records added in the Network instance that can be shared with Veeva OpenData.

Records that do not match Veeva records will be loaded as locally managed records and updates on
those records will not be shared with Veeva OpenData.

13
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General updates

SSL CERTIFICATE UPDATE

The SSL certificate for veevanetwork.com will be updated before the current certificate expires on
January 14, 2021. Only customers who explicitly download and install certificates on any site caches or
proxy servers must update their certificates. This new certificate expires on January 1, 2022.

The following certificates can be updated after your Network instance is upgraded to version 20R3.0.1
on December 11, 2020:

veevanetwork.com certificate

Installing this certificate covers all sandbox and production Network instances and
login.veevanetwork. com.

MIIGYJCCBUQgAWIBAGIQBYwD+dMPey7NQxJY2HON7DANBgkahkiGOwOBAQSFADBP
MQOswCQYDVQQGEwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5jMSkwJwYDVQQDEyYRE
aWdpQ2VydCBUTFMgUINBIFNIQTIINiAyMDIwIENBMTAeFw0yMDE yMDEwWMDAwWMDBa
FwOyMjAXMDEyMzUSNT1aMHExXCzAJBgNVBAYTAIVTMRMwEQYDVQQIEWPDYWxXpZm9y
bm1hMRMwEQYDVQQOHEWPQbGVhc2FudGOuMRswGQYDVQOKEXIJWZWV2YSBTeXNOZW1 z
IE1luYy4xGzAZBgNVBAMME ioudmV1dmFuZXR3b3JrLmNvbTCCASIwDQYJKoZIThvcN
AQEBBQADggEPADCCAQoCggEBANU94bQ5bzHV4AI7PAAVOosalU21zBjGDV1L+y9uwCc
RuPjSxgoilwLl1KupJwLVbWYudvVm2b9fm3Pi1Pk01XrmYwJv4UhguA4HEF9EUj09/
r0DhiBa+1BeniXiWFNgYM8RZ5sgB7uSEIDFuGOhWg3GultgluYpbBtf2CYWCkvob
9tcMkmfXyIwB4rXtjk00QepjiILDACigFUHAL7rzT/ivIAejnIwFChu391V0UsgS
LOVM6VXEk8meEsIrgHFEN]FL5JX0hA1 9eO0ARHZNZz1+PH2kPCVdy0ZDdb20DdUJIm
9r6dGCKN1hnDI4kDinUfh3Urtqd8fDRL/g5TgsrJHA8qbrECAWEARAOCAXYwggMS
MB8GA1UdIwQYMBaAFLdrougogoSMeeg02g+YssWVdrnOMBOGA1UADgQWBBRx93xY
uk3YVGMJI026MIO2wywzRsSTAVBgNVHREEKDAMghIgLnZ1ZXZhbmv0d29yay5jb22C
EHZ1ZXZhbmV0d29yay5jb20wDgYDVROPAQH/BAQDAGWGMBOGA1UdJQOWMBQGCCSG
AQUFBWMBBggrBgEFBQCDAjCBiwYDVROfBIGDMIGAMD6GPKAG6hjhodHRWO18vY3Js
My5kaWdpY2VydC5jb20vRG1naUN1cnRUTENSUOFTSEEYNTYyMDIwQOEXLmNybDA+
oDyg0O0oY4aHROcDovL2NybDQuZG1lnaWN1cnQuY29tLORpZ21DZXJOVEXTUINBUOhB
MjU2MjAyMENBMS5jcmwwTAYDVROGBEUWQzA3BglghkgBhvl sAQEWKjAOBggrBgEF
BQcCARYcaHROcHM6Ly93d3cuZGlnaWNlcnQuY29tLONQUzZATIBgZngQwBAgIwWEQY T
KwYBBQUHAQEECTBVMCQGCCsGAQUFBzABhhhodHRwO18vb2NzcC5kaWdpY2VydC5]
b2 0wWwRwYIKwYBBQUHMAKGO2hOdHAGOLY9jJYWN1cnRzImRpZ21jZXJ0LmNvbS9EaWdp
Q2VydFRMU1JTQVNIQTI 1N IwMjBDQTEUY3JOMAWGA1UJEWER/wQCMAAWGGEFBgOor
BgEEAdZ5AgQCBIH2BIHZAPEAdgApeb7wnjk5IfBWc59jpXf1v1dOnGAK+P1INXSZC
JV3HhAAAAXYf1TIe5AAAEAWBHMEUCIFpVo301i2xURt5SzKsciztgkHyUIMvQWSLRB
boxo2SyaAiEANdVEJ]£63R5HUtgyziR4+4RgReFbMYkS7wQarNHXxARCAAwAIRUUH
WVUkVPY/0S/x922G4CMmY 63AS39dxoNcbuIl PAGARAAXYf1 IgbAAAEAWBIMEYCIQCP
eJ5gbwY5FNxgK3mtmjUu51lws4Bg9kaeqv5TVWEXwGQIThAM50oVJea+s7j0+nKmr63
AiQi4Tu+rLi2W4dpul kKRh/hMAOGCSQGSIb3DQEBCWUAAAL IBAQAMsMpgDdID3LgD
T7CVXgFG+BBhOh540PfYb27TwV6S5IKONMQS5KXyOpdLj frcZJ+EwAXmPrvU1lU+dpx
vuJt/KVLXIoRvVzJF2AcRKkRFEO]SSgXPc8vsilTPg/2ypYIHZEOWu8B3jQrz/jWa8
s5GGEh2M5y80poHINKjKj9of6QWMIarrpebcVhHh+jZ8PG6JLzVttsqaO9NNOQIs
ma7Yp5CEDHzdu7+45eYfrhpcglUnubE1LD/zrURjpNWaBwXm/Yn+1WHzHUg3EK8p
PQi20eIEmMhKSvBdFKtot3fKiDRP/viNQgWSnbCMgG5rkRBTULEf 6RMREV4Twe61h
JpelrdSI

————— END CERTIFICATE-—-—---
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Intermediate CA certificate cert

Install this CA certificate to ensure that the SSL certificate is fully trusted by the supported browsers and
client computers.

MIIE6jCCA9KgAWIBAGIQCUI1VwpKwE9+K11wA/35DANBgkghkiGIw0OBAQsFADBh
MQOswCQYDVQQGEwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzGlnaWNlcnQuY29tMSAwWHgYDVQQODExdEaWdpQ2VydCBHbGO1YWwgUm9vdCBD
QTAeFw0yMDASM]jQWMDAWMDBaFw(0zMDASMIMyMzUSNT1aME8xCzAJBgNVBAYTALVT
MRUWEWYDVQQOKEWxEaWdpQ2VydCBIbmMxKTANBgNVBAMTIERPpZ21DZXJ0OIFRMUYBS
UOEgUOhBMjU2IDIwMjAgQOEXMIIBIjANBgkghkiGIwOBAQEFAAOCAQS8AMI IBCGKC
AQEAWUUzZZUdwvN1PWNvsnO3DZuUfMRNUrUpmRh8sCuxkB+Uu3Ny5CiDt3+PE0J6Ga
gXodgoj 1EVbbHpOYwlHNLDONLtKS4VbL8X1fs7uHyiUDe5pSQWYQYEOXEOnw6Ddn
g9/n00tnTCIRpt8OMRDtVIFO0JuJ9x8piLhMbfyOIJVNVvWIRYAIUE//i+plhJdInuW
raKImxW8oHzf6VGOolbDtN+I2tIJLYrVImuzHZ 903 PvXjlhJeRPG/cUJIWIQDgLGB
Afr5yjK7tI4nhyfFK3TUgNaX3sNk+crOU6JWvHgXjkkDKa77SU+kFbnO81wZV21r
eacroicgE7XQPUDTITAHk+gZI9QIDAQAB04IBrjCCAaowHQYDVROOBBYEFLdArougo
qoSMeeq02g+YssWVdrnOMB8GAL1UdIwQYMBaAFAPeUDVWOUy7ZvCj4hsbwbSeyPdFV
MA4GA1UdADWEB/wQEAWIBhjJAdBgNVHSUEFjAUBggrBgEFBQCDAQY IKwYBBQUHAWIwW
EgYDVROTAQH/BAgwBgEB/wIBADB2BggrBgEFBQCBAQRGMGGWJIAY IKwYBBQUHMAGG
GGhOdHA6Ly9vY3NwLmRpZ21jZXJ0LmNvbTBABggrBgEFBQcwA0oY0aHROcDovL2Nh
Y2VydHMuZGlnaWN1lcnQuY29tLORpZ21DZXJ0R2xvYmMFsUm9vAENBLMNydDB7BgNV
HRBEJDByMDegNaAzhjFodHRwO1i8vY3JsMySkaWdpY2VydC5jb20vRG1lnaUNlcnRH
bGI91YWxSb290Q0EUuY3JsMDegNaAzhjFodHRwO18vY3JsNC5kaWdpY2VydC5jb20v
RG1naUN1cnRHbG91YWxSb290Q0EUuY3JsMDAGALUAIAQPpMCcwBWYFZ4EMAQEWCAYG
Z4EMAQIBMAgGBmeBDAECAFATIBgZNngQwBAgMwDQYJKoZ IThveNAQELBQADggEBAHer
t30onPa679n/gWlbJhKrKW3EX3SJH/E6f7tDBpATho+vEScHI0cnfjK+URSxGKON ]
OSD5nkok1EHIgdninFQFBstcHL4AGW+OoWvV8Zu2XHFg8hVt1hBcnpj5h232sb0HIM
ULkwKXqg/YFkQZhM6LawVEWwt IwwCPgU7 /uWhnOKK24 £XSuhe509G66sSmvKvhMNb
g0gZgYOrAKHKCjxMoi1WJKiKnpPMzTFuMLhoClw+dj20t1Qj7T9rxkTgl4ZxuYRiH
as6xuwAwapul3r9rxxZf+ingkquaTgLozzZXq8oXfpf2kUCWA/d5KxTVtzhwoT0JzI
8ksS5T1KESaZMkE4£970=

View or download the updated certificates

After the certificates are updated, they can be viewed and downloaded by running the following
command:

openssl s _client -connect login.veevanetwork.com:443 -showcerts

BROWSER SUPPORT
Veeva Network no longer supports Internet Explorer™ 11.

For optimal user experience, use one of the supported browsers:

e Google Chrome™ (most stable version at Network release)
e Safari® 10+

e Microsoft Edge™

15



Veeva Network 20R3.0.1 Release Notes

INSTANCE ENVIRONMENT TAGS

Tags have been added to Production instances to help you quickly identify the environment you are
using. Sandbox environments already contained a tag, but they are updated to include the instance
name in case you have multiple Sandbox instances. These tags are displayed for awareness, but also
help prevent administrators and data managers from accidentally changing data in the wrong
environment, which can be time-consuming and costly to fix.

The Production tag is visible on all of the Admin areas in a Production instance.

/' Network D & s Kk 0 ©

OVERVIEW  SYSTEM SUMMARY  LOGS  USERS A PERMISSIONS DATAMOOEL  SYSTEMINTERFACES  SETTINGS PRODUCTION

You ase in & PRODUCTION

e revert

The Sandbox tag displays throughout the Sandbox instance; on the Network menu and in the Admin
console. It now displays the instance name. If you have multiple instances, you can identify which
instance you are in.

MOME  INBOX  MYREQUESTS ADMOCMATCH REPORTS v NETWORKEXPLORER  DATA UPDATER

The environment tags display in your Network instances by default.

HOME DASHBOARD WIDGET FOR DATA DOMAINS

A new home dashboard widget, Data in my Instance, provides an overview of the data domains and
records that are loaded in your Network instance. The widget is available on the Network homepage for
administrators and data managers.

Use this home dashboard widget to immediately find the following information:

o All the data domains that exist in the Network instance.
o All objects (standard or custom) that exist in these domains.
e The number of records loaded into the Network instance.

16
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Network Search by name, address, IDs, and more Q 5= Advanced Search

HOME INBOX MYREQUESTS ADHOCMATCH REPORTS v  NETWORKEXPLORER  DATAUPDATER

Welcome to Network, Jean!

DATA IN MY INSTANCE N | DATA EXPLORER Click on each country to see the number of loaded records

v & Customer Master

2 Health Care Organization 6,500 View Add
Greenland
& Health Care Professional 3962 View Add
All Objects 10,462
v 2 Product Master
w Market Basket 1 View Add
B Brand 37 View Add 4
€ Product Group 2 View Add Canada
8 Package 219 View Add
© Product 681 \View Add
& sample 1 View Add
Al Objects 941
Maxico -
Cuba
Yeneruela
Ecwador
Peru Brazil
Bolivia
Paraguay
)
Argentina

Last Updated: 12:47:25 Last Updated: 12:47:25

Add the widget to your home dashboard

The new widget displays by default on the home dashboard for new administrator and data manager
users. Existing users can add the widget to their dashboard using the Manage Dashboard button.

View the data domain widget

The Data in my Instance widget displays all of the data domains in your Network instance. The
Customer Master data domain displays first. Any custom domains that you have created in your
Network instance display below the Customer Master domain. The domain cards are expanded by
default so you can quickly view the object and record counts for that domain.

17
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Object data

Each data domain displays the main objects in the domain. Beside each object, a total count of the valid
records displays. This total includes the records for all countries and all data providers (local, Veeva
OpenData, and third party data).

You can view the objects and record counts that you have access to through your data visibility profile
permissions.

Q
o

DATA IN MY INSTANCE

v & Customer Master

() Health Care Organization 2,070
& Health Care Professional 995
All Objects 3,065

v & Payer Master

You do not have data visibility on any of the objects in this domain

If you do not have access to the objects in the domain, a message displays to explain why the objects are
not available. A different message will display if there are no objects in the domain.

Note: Sub-objects do not display in the dashboard widget. You can obtain the total number of sub-
objects in your instance using Network reports.

Available actions
The following actions are available beside each object:

o View - Click this link to navigate to the Network search results to see a list of all of the records for
that object.

The total count of the records in your Network instance displays above the list of records.

18



SCARCH

* ENTITY TYPE
A

® [ veatn
B Brand
&= Cor
§ CC Procuct
& Clnical Trial

how More

* PRIMARY COUNTRY
oA
& Undtod Statos
88 Framva

l|v—,‘»,—,.

* PRIMARY SPECIALTY

N
Family Medicing (Formerly
FP)
Internal Medicine
Racciogy

vasculer Disease

Mastor

* PARENT AFFILIATION

M A

Care Organzatior

Veeva Network 20R3.0.1 Release Notes

Sort by

Relevancs v

Search results for: *

x
FILTERS: Entty Type Mealh Care Organzaton X 0 Cle tors | # Edt
-
®- Robert Wood Johnson University of Medicine and
125 Paterson St Sie 6 ) New Brunswick New Jorsey 080901-1
Verteo 1D: V-22ANCVEZSY
= Cleveland Clinic Wooster Spacialty Center
12 Mult Speciaky Practios
ne 721 E Millown Rd Wooster OH 448911331 US US
89
) Hackensack University Medical Center
Hackonsack Medical Cer 0 Prospoct Ave Hackersack NJ
Verteo 1D: V-22ANDE
799
=== Lakeland Cardiology Center PA
576 Cardiovascular Discase
765 State Route 10 Ste 104 Randolph NJ 07889.1925
47 Vertoo ID: V- 22AND2NDS 1
378
227 » RW.J Community Heath Promotions Program
120 Albany St Ste 360 New Brunswick NJ 08901.2126
Vertoo 1D: V-22ANDOSIS0
] “= New Jersey Hospital Association Corp Services
782 Nexander Rd Princoton NJ 085406305
" Verteo 1D: V-22ANDS3852

Cardiovascular Health Cons

Show 10V o 1272 3
Add Record
Displaying 1 o 2,713 (0 Selected)

07601-1914

100 Madison Ave Momistown New Jersey 07960.6136 Uniled States

Vertoo 1D

V- 22ANCZPSS0

- Robert Wood Johnson Health Network ACO
120 Albany St Ste 360 New Brunmswick NJ 08001-2126

e Add - Click this link to submit a new record. In the Add Record dialog, the record type for that
object is selected. Choose the primary country and click Next to complete the record information.

e Manage Data Model - Click the button to navigate to the Data Domains page to explore the

domains.

SANDBOX INSTANCE URLS

Sandbox instances now have their own URL. Previously, Sandbox instances had a generic URL; for
example, sandbox.veevanetwork.com. Providing a unique URL allows you to display the single
sign-on button on your Sandbox instance's login page. There is no impact on existing APl or FTP
integrations. The previous URL for your Sandbox instance will still be valid.
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Network

Log In with % Vertes

Example

A Network customer, Verteo, has one Production instance and two Sandbox instances.

Instance Login URL - Before 20R3.0 Login URL - After 20R3.0

Verteo (Production) verteo.veevanetwork.com verteo.veevanetwork.com

VerteoDev (Sandbox) sandbox.veevanetwork.com verteodev.veevanetwork.com
or

sandbox.veevanetwork.com

VerteoQA (Sandbox) sandbox.veevanetwork.com verteoga.veevanetwork.com

or
sandbox.veevanetwork.com

This enhancement is enabled by default. If you have any questions, contact Veeva Support.

Profiles

STANDARD USER TASK VISIBILITY

Standard users can now see all tasks that are pending for a record. By default, standard users can view
only the data change requests (DCRs) that they've submitted (on the My Requests page). Previously, on
the profile page, these users could see that there are associated tasks for a record, but could view any
details. Now, standard users can access the Associated Tasks link on record profiles to view the task
information and drill into the task the way all other users can. This enables standard users to see what
changes have already been submitted so they don't resubmit the same information.

This enhancement is not enabled by default. Administrators can enable it for their Network instance.
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Enable the feature
1. Inthe Admin console, click Settings > General Settings.
2. At the top of the page, click Edit.
3. Inthe Feature Settings section, find the User Interface Options heading.
4. Click Standard User Task Visibility. Confirm your choice in the pop-up window that displays.
5. Save your changes.

Viewing task details

Record profiles indicate if there are pending tasks on the summary header. Standard users can now click
the Associated Tasks link to see tasks that have been submitted by any user.

If this enhancement has not been enabled, the associated tasks link is text only.

Recent » Eduardo Miranda ‘O Fiold Revisions €

™= Eduardo Miranda -

FULL ADDRESS 3406 Bob Rogers Dr Ste 120 Eagle Pass TX 78852-5042 B No value

HCP TYPE Prescriber . +1830-757-4900
pEGREE Doctor of Medicine VID 243194480331588610
PRIMARY SPECIALTY Medical Oncology [# 4 Associated Tasks
NP 1285673012

A pop-up displays a summary of each pending DCR.

x
Associated Tasks (4)
4 Pending DCRs
TASK ID TYPE SUMMARY STATUS SERVICE TIME
936092032801021567 Change Request  Change Email 1 oo 2149 Hours
Pending
Change Credentials 2 and
937495973456514207 Change Request Master 17 Hours
10 other fields Roview
Pending
9374950976018709663 Change Request Change Gender Master 17 Hours
Review
Pending
937495077010662559 Change Request Change Type of Practice Master 17 Hours
Review

Click the Task ID to open the task.
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Standard users can view the change request in read-only mode, the same as administrators can.

Network Search by name, address, 10s, and more This task is currently assigned to hassan.steward@verteo.com

HOME INBOX MY REQUESTS ADHOCMATCH  NETWORK EXPLORER [ (P PP r P P R P W Pe ey

Recent > Eduardo Mranda > Change Request - Eduardo Miranda

* REQUEST SUMMARY

Change Request Task ID
936952032891621567
All Fields  DCR Fields Subject

Eduardo Miranda
Medical Oncology, Hemalology

Current Veluo Change Request Hematology'Oncology, Internal Medicine
Email 1 e.miranda@nyu.edu Primary Address
3406 Bob Rogers Dr Ste 120 Eagle Pass
TX 7885 2.5042
Creator

dharssan@verieo.com
Source

Entity Profile Editor

Date Created
2020-08-01 01:59:24 IST
Requester Comments

Revision history

Standard users can now also view data change requests through the revision history. On the profile
page, click More Details in the Revision History preview box. When this feature is enabled, you can click
into each revision to see the details from the change requests. Click the DCR ID to navigate to the task.

Recent > Aurora Luna > Revision Mistory
VERSION TIMESTAMP SYSTEM ACTION
20 2020-07-30 19:08:30 IST Data Change Request Data Update from change request
10 2020-06-29 18:13:35 IST Master Changeset Import Add from OpenData

CHANGE REQUEST SUMMARY

I DCRID 936985654752251039 I System
Approver System Requestor dharssan@verteo,.com
Approver Notes Requestor Notes
FIELD VERSION 1.0 VERSION 2.0
Date Modited 2020-06-29 18:13:35 IST 2020-07-30 19:08:30 IST
EXTERNAL IDENTWIERS

Source SAP
Item Type HCP
Value 9875258
Status A (Active)

If the feature is not enabled, a permission error message displays instead of the change request details.
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CANDIDATE RECORDS

Sub-objects will now be deleted when candidate records are deleted. This ensures that administrators
can load a new candidate record with the same key. Previously, when candidate records were deleted,
only the record was deleted. The custom keys remained active and the sub-objects remained active and
valid. When administrators loaded records with the same key using source subscriptions, it updated the
deleted candidate record instead of creating a new candidate record.

Now, when a candidate record is deleted, the following behavior occurs:

e Sub-objects are deleted (record state) and become inactive (record status).
e Sub-objects are removed from the candidate record's profile.

e Custom keys on the sub-objects become inactive.

e Custom keys on the object become inactive.

Profile page
When data stewards delete a candidate record on the profile page, this behavior is enabled by default.

Source subscriptions

To delete candidate records through data loading, the source file must include the
VDM DIRECTIVE NAME column with the delete value .

Example

vid_v VDM DIRECTIVE NAME
937336230802161697 | Delete

You can also use the DELETE () Network expression (NEX) rule in the source subscription configuration to
delete and inactive sub-objects and inactivate custom objects. For more information, see the “Network
expression (NEX) rules” topic in these Release Notes.
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Reports

REPORTING TREE VIEW

The SQL Query Editor now contains a tree view of the data domains and additional reporting tables
available to you to query against in your Network instance. The tree view gives you the visibility to see
your data model and reporting structure to help you create queries. Each data domain and reporting
table category can be expanded so you can view its tables, fields, field metadata, and reference codes.
Use the tree view to become familiar with the data model structure and to help you build your query by
understanding the fields that can be joined. Some reporting users do not have access to the data model,
so the tree view provides visibility to the data that is available to query.

SQL Query Editor

B Serie Quarms "D My Recant Quarns Query Helger Q Keywerds QO Opacaron 7= Format Query
 Customer Master
- Veeva Payer Master

Reference Data

This enhancement is available by default in your Network instance.
Tip: View a quick video about the tree view in the Veeva Network Online Help.

About the tree view

The left pane of the SQL Query Editor contains the tree view. Use this hierarchical structure to
understand the tables, fields, field metadata, and reference codes that are available to query.

The view contains the following information:
e Data domains - The Customer Master domain displays at the top by default. Custom domains are

listed in alphabetical order after the Customer Master domain. Expand each data domain to view
its tables, fields, and field metadata.
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& Customer Master View ERD

> B8 address (Address)
> EB custom _test ¢ (testing for DAC)

> EB customkey (Custom Key)

> B3 heo (HCO)

> B3 hep (HCP)
> E3 license (License)

> B3 parenthco (Relationship (ParentHCO))

> [ Veeva Payer Master View ERD

o Tables - Tables are listed alphabetically in the respective domain or the appropriate reporting
table category; for example, change request tables are located in the Data Stewardship Tables
category.

o Fields - Expand the table to see the fields. Only fields that are enabled in the data model display.
Primary keys and foreign keys are listed first. The remaining fields are listed alphabetically.

e Primary key ¢ - This field uniquely identifies the object.

o Foreign key % _The primary key field from a main object that is used to reference a main
object on a sub-object or relationship object.

The foreign key metadata includes the JOIN() description. This is helpful when you want to
include multiple tables in the same SQL query.

Example

To understand how to join the Address table and HCP table in a query, use the metadata in
the Address table's foreign key.

from hcp INNER JOIN address ON hcp.vid v = address.entity vid v
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v & Customer Master
v B8 address (Address)
4, PK v [TJ vid__v (Veeva ID)
Type Veeva ID
Description Unique Veeva ID number
4, FK v [T entity_vid__v (Veeva ID of owner)
Foreign Key hco.vid__v and hcp.vid__v
Type Veeva ID
Description Entity Id

v [I] address_line_1__v (Address Line 1)
Type Text
Description Address line 1

> [I) address_line_2__ v (Address Line 2)

> [0 address_line_3__ v (Address Line 3)

> [IJ address_lines (All Address Lines)

¢ Field metadata - Expand each field to see the type and description. Reference type fields also

contain the types and codes.

View ERD

e Reference Data - When you expand a reference type field, the reference type name and codes

display.

Search tables and fields..

> [T address_status__v (Status)

v [T) address_type__v (Address Type)
Type Reference Type
Description Address Type
Reference Type AddressType

v /@ Reference Codes
U (Address)
M (Mail Only)
P (Professional)

B (Professional and Preferred Mail)
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If there are more than ten reference codes for the reference type, click the link to display the full
list in a pop-up. Each pop-up contains a search bar so you can quickly find a code.

country

v B3 heco (HCO)
v [1J primary_country__v (Primary Country)
Type Reference Type
Reference Type AddressCountry
v @ Reference Codes
Too many to display. Click here to search
v E3 hep (HCP)
> [1J birth_country__ v (Birth Country)

> [ primary_country__v (Primary Country)

Primary Country
mej Q
American Samoa (AS)
Armenia (AM)
Cameroon (CM)
Macedonia, the Former Yugosiav Republic Of (MK)
Mexico (MX)
Montenegro (ME)@
Sao Tome and Principe (ST)
Suriname (SR)
Turkmenistan (TM)

Yemen (YE)

The following reporting category tables are only accessible through the SQL Query Editor.

e Revision History - This category contains the revision history tables.

e Data Stewardship Tables - This category contains change requests and suspect match tables.
e Data Loading & Matching - This category contains the job tables from source subscriptions.

e Lookup Tables - This category displays if you have uploaded one or more lookup tables in your

Network instance.

Available actions

View ERD

Click the View ERD link beside each data domain to open a window that displays a relationship diagram.
Click the line between two objects to see the fields that you can use to JOIN those object tables.

Customer Master: ERD View

O Legend v Sncw Fieds

Asdress Health Care Organization
oy Ay e—p WV

I111

Pl
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Copy to clipboard

Click the Copy to Clipboard . button to copy the table or field name from the tree view to your
clipboard. The button displays when you hover over any table or field name.

v & Customer Master View ERD

> B3 address (Address) n »

&

fi

customkey (Custom Key)

il

hco (HCO)

Add to query

Click the Add to Query » button to insert the table, field, or reference code into your SQL query editor
box. The text will be inserted wherever your cursor is located in the query box.

Search

Use the search bar at the top of the pane to find tables and fields. Reference codes do not display in
these search results. If a reference type contains more than ten codes, a pop-up displays and includes a
search bar.

As you type, the list automatically refines to display matches for any table and field name or label. The
tables will automatically expand so you can quickly view all of the results.

country O Q

v & Customer Master View ERD

v B2 address (Address)
M country__v (Country)
> [ 1ISO_3166_3_ v (ISO 3166-3 Country Code)
> [IJ 1SO_3166_n__ v (ISO 3166-N Country Code)
v EB hco (HCO)

» [T) primary_country v (Primary Country)

il

hcp (HCP)
> [1) birth_country v (Birth Country)

» [I) primary_country v (Primary Country)
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Example - Create a SQL query
Create a query to find all of the doctors with active addresses in Austria.
To create this query, we need to find all of the addresses that meet the following criteria:

e The address status is active.
e The country is Austria.
e The address belongs to an HCP with the HCP type Doctor.

In the report result, we want to display the following fields:

e HCP Prefix e Address Line 1
e First Name e Address Line 2
e Last Name e City

e HCP Type e Province

e All Specialties e Postal code

e Country (on the address object)

To create the query:

1. Begin the query with a SELECT statement.
2. Add the fields that you want to see in the report results.
a. To find the HCP Prefix field, type prefix in the search box.
b. Find the field in the search results and click the Add to Query button to insert the field into

the SQL editor box.
prefi X Sample Queries D My Recent Queries Query Helper:  Q Key
- ct prefix..
- & Customer Master View ERD praT=Y
~ EE hep (HCP) Add to Query
» (1 prefix__ v (Prefix) "

~ Revision History

v EE hep_revision (HCP Revision)
» (1 prefix__ v (Prefix)

» (1 prefix__v_okd

(Prefix (Previous))

Theprefix vfieldisinserted after the SELECT statement.

Tip: The text is inserted wherever your cursor is in the SQL editor box, so leave spaces and
punctuation whenever applicable.

¢. Continue searching for the remaining fields and insert them into the query.
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3. Use a FROM statement to tell the query which tables to use. To find the addresses that belong to
HCPs, we need to join the HCP and Address tables.

a. Tounderstand how to join the HCP and Address table, expand the foreign key % on the
Address table.

b. Based on the foreign key description, we can see that the field entity vid vonthe
Address table (address.entity vid v)joinsto the field vid v onthe HCP table
(hcp.vid  wv).

c. Youcan copy and paste the hcp.vid v field into the SQL editor box.

On the foreign key, click Add to Query to insert it into the query. Ensure that you preface
the foreign key with address.; for example, address.entity vid wv.

Y Sample Queries "9 My Recent Querios Query Helper:  Q Keywords
- t prefix__v, first_nome__v, last_name__v, hcp_type__v, specialties, odd
. flew ERD ’ ’
a» Customer Master View ERD from hep INNER JOIN address
N hep.vid__v = oddress.entity vid__v

» BB address (Address)

PK > [T vid__v(Veeva ID) Add 1o Quary

a, FK v [1) entity_vid__v(Veeva ID of owner) It &
Foreign Key hcowvid__v and
he o '
Type Veeva 1D

4. Create a WHERE statement to insert the criteria for the query.
a. The HCP type must be Doctor - Search for the HCP Type field and add it to the query. To
find the reference code for Doctor, expand the Reference Codes for the hcp type v
field and click the link to display the codes. Click Doctor (D) to add the code to the query.

hep type C I Sample Queries  *D My Recent Queries Query Helper:  Q Keywords
t prefix__v, first_nome__v, last_name__v, hcp_type__v, specialties, oddrm
& Customer Master View ERL rom hep INNER JOIN oddress
N hep.vid__v = address.entity_vid__v
i hep (HCP) where hep_type_v = 'D'
T hep_type_ v (HCP Type) HCP Type
Type Reference Type et

Animal Hes A)
Reference Type HCPType nimal Health (A

Business Professional (O)

& Reference Codes

Too many to display k here to search

v Revision History Non-Prescribing Health Care Professional (N)

b. The Address status must be active - Search for the address status field in the tree view
pane and click Add to Query. Expand the address_status__ v field to find the
reference code for Active. Add the reference code to the query.

¢. The country must be Austria - Search for the country field in the tree view pane and click
Add to Query. Under the country v field, expand Reference Codes and click the link
to find the code for Austria. Add the reference code to the query.
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I Sample Queries  *D My Recent Queries Query Helper:  Q Keywords QOpofam 1= Format Query

1 select prefix__v, first_name__v, last_nome__v, hcp_type__v, specialties, address_line_1__v, address_line.2__v, locality
2 from hcp INNER JOIN address

3 ON hep.vid__v = address.entity_vid__v

4 where hcp_type__v = 'D"

5 and address_status__v = ‘A’

6 ond country__v = "AT’'

7

Include only VALID and UNDER_REVIEW records in results. ©

5. Ensure that the query is valid.
6. Click Run Query to see the report results.

Report Results (36 647 racards) A Dawrvoad Ragort o View Ful Screen
= Tabk - Cran

e 'w‘_ e re— :c':( ——r ‘i;'lClAl Y ;mtr.unv :chun’v :nrcm T ‘swcm ™ ‘snr.un'v ;M(IAI v :.wr.unv :chunv e
N3 Fegna Schrviteuer Declr  Cpnibaimolagy Anciovate 35
Mr Fearz Dwisarrme Oocior Contraimology Krathmbanstrate 9
N Evn Orfowsio Dector  Optometry Kratkenhaeztradie 9
CH Eke Schmistowes  Doctor  Optometry Krankenhausstrade 9
M Chrstian Sk Dectee  Qphivalmolagy Wahanger Ginted 1520
M Oerwg Schrning  Decier  Cptomalry Wihenger Ginel 1820
W Uselotns Kenrtrel Docior  Opfiometry Sexbacsistys 2
we Andrea Langmann Doctor  Cphivaimology Avsnbrugzenot &
Nr ot Pelz Dectoe  Optometry Corvins FRing 3.5
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Inbox

ASSIGNING TASKS

The inbox is updated to improve performance for data stewards when they are assigning tasks.

These enhancements are enabled by default in your Network instance.

Assignee column

The Assignee column list now only displays active users from your inbox task group. Previously, the list
also contained inactive users. Removing these inactive users helps the list to load more quickly.

& Create View

Country Y Task Status (3) Y

TYPE

Select options

Add Request

Add Request

Change Request

Add Request

Add Request

Change Request

Suspect Match

Suspect Match

Change Request

Change Request

Source Systems Y Resel filters Enter task id View W Sort by Time Export
SUMMARY ASSIGNEE
Q Keyword 1 items selected -
’ Search Q ’
Change Status and 4 other fields
Select A
Change Associated with Kaiser? and 11 other fields
gens " : : Assigned to me and my groups Only
Change Emall 1 and one other field [] Assigned to me

Change URL 1 and 7 other fields

Change Accept Medicakd? and 13 other fields

Change AMA Do Not Contact? and 14 other fields

17 suspected matches

20 suspectied maiches

Change Address Line 1 and 8 other fields

Change First Name and 18 other fields

Displaying 1 10 10 of 15 (0 Selected)

[ Data Stewards

[[] adhika@ veevanetwork.com

[C] allison.datamgr@ veevanetwork.com
[ ] allison.steward@ veevanetwork.com
() bailey@ veevanetwork.com

(7] caleb.steward@ veevanetwork com
() carmen Jai@ veevanetwork.com

[[] carmen.standard@@ veevanetwork.com

.

If you have an inbox view saved with an inactive user in the Assignee column, the tasks will no longer
display in the inbox and the inactive user is removed from the Assignee list. If you click on the Assignee
list, a message displays "This view has been updated. Save changes". This message is just informational
to make you aware that the view has been changed to remove the inactive user.
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Reassign tasks
When you reassign a task, the inbox now remains on the current page so you can continue from where
you were. For example, if there are three pages of tasks, when you reassign a task from page three, the

inbox remains on page three when you are finished. Previously, the inbox returned to page one. If there
are no tasks remaining on the current page, the inbox returns to page one.

SUSPECT MATCH

The Suspect Match page is updated to help data stewards more easily process matches.

Sus pect Match View Full Screen Re-assign
Flelds Suspect Match Record Select the surviving record to merge into:
Surviving Record
All  Summary Michael Levin o D) Michael Burke (Opted Out)
Network |D: 847328008977112064 Network ID: 84732891970614 1696
Select All Select All

v How were these matched?
These records were manually matched

Creator steward.admin.2.1@network.com

Date Created 2020-10-16 17:04:53 IST

These enhancements are enabled by default in your Network instance.

Updates
Record information

Specific information displays beside the record name so data stewards can quickly identify different
types of records to help them determine if the record is appropriate to match.
The following record status will display:

e Dead (HCP only)

e Inactive

e Retired (HCP only)
o Undetermined

The following record information will display:

e Candidate
e Opted Out (HCPs only)

If an opted out record is also a candidate record or has one of these statuses, Opted Out displays;
the opted out information takes precedence over the other statuses or candidate information.
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Surviving record

When a record is selected as a match, the record is highlighted and Surviving Recording displays above
the column. Previously, this information displayed beside the record name where the record
information now displays.

Select all values

When a record is selected, a Select All link displays below the record heading. If data stewards click
Select All, the link will now be dimmed to indicate that no further actions are required for the individual
field values.

Data validation rules

CUSTOM KEYS

Data validation rules can now be created for custom keys on HCP and HCO objects. This is helpful if you
manually maintain custom keys and need to validate the Source and Value fields; for example, to check
for specific sources and the length of values.

Data validation rules should run only on custom keys that have just been manually created on a record
profile. When custom keys are saved, they are read-only and cannot be edited. If validation rules fire for
existing custom keys, data stewards cannot resolve the issue on the profile page; it must be resolved
through data loading. For this reason, these data validation rules must be thoroughly tested before they
are used in production.

This enhancement is enabled in your Network instance by default.

Search by name, address, 1Ds, and more q A Validation falied. See side pane D ‘ Network * (1Y 0

IWNBOX MY REQUESTS ADMOCMATCH REPORTS v NETWORK EXPLORER  DATAUPDATER

Eduardo Miranda Valdate O Field Revisions ©

™ Eduardo Miranda

3406 Bab Rogers Dr Ste 120 Eagle Pass TX 78852.5042

(]

Prescriber L +1830.757-4900
E Doctor of Medicine VID 243194480331588610
Medical Oncology
1285673012

Py v Primary Information
VALIDATION
PAERESN Name A A custom key exssts with an iInvalld source
Parent Afiliations Eduardo Miranda
Sacd
Extarnsl identifiers veeva ID HCP Type SAMPLE ELIGIBILITY
e 243194480331588610 Prescriber AZ 19053
CMS Open Payments ¥ States aligible to sample
Degree 1 Degree 2 AZ
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Supported objects

Custom keys supported for HCPs and HCOs only. Custom keys are not supported for sub-objects because
custom keys cannot be edited for sub-objects on the profile page.

Clean up existing keys

Before you create data validation rules for custom keys, clean up existing custom keys. Use reports to
query existing custom keys and ensure that the Source and Value fields are correct. Existing custom keys
are read-only and can conflict with the new rules. If a rule fails on an existing custom key, it must be
addressed through data load.

Create a validation rule for a custom key

1.
2.

8.

In the Admin console, click System Interfaces > Data Validation Rules.
In the HCP or HCO section, click the Add * icon to add a new rule.

Custom key data validation rules can't be applied to both HCPs and HCOs so rules must be
created for both objects.

Type a Description for the rule. For example, Ensure all custom keys on HCPs contain valid
sources.
Select the Countries that this rule applies to.
In the Failure Message section, click Add Language. Choose the Language and type the Message.
For example, A custom key exists with an invalid source. This is the error that data stewards will
see on the profile page.
Expand the Groups section and choose Custom Key as the Object Type.
Click Add Filter to limit the rule to run on specific records. For example, these data validation
rules should run only on custom keys that are manually created, so exclude custom keys that are
automatically added or are created from master sources.

a. Inthe Field list, choose Source.

b. In the Condition list, choose Not Equals.

c. Inthe Value list, type the source name; for example, MASTER v for Veeva OpenData

custom keys.

Every record has a default custom key with MASTER _ V as the source, so this source
should always be added as a filter. When records are created using the Network Ul, custom
keys with the sources WORKFLOW v and CUSTOMER v/3/change request are
automatically added. These sources should also be excluded from the rules.

d. Click Add Filter to specify additional sources to exclude. Choose the AND operator for the
filters.
Click Add Condition to define the condition that will cause the rule to fail. For example, we want
the data validation rule to fail if the source is not SAP.

a. Inthe Field list, choose Source.

Only the fields that are visible in the Network Ul are available in the list: ltem Type, Source,
Status, and Value. This ensures that a data steward can edit the field value to resolve the
validation error.
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b. In the Condition list, choose Not In.

Note: If you use the Not Find or Not Equals conditions, custom keys that are automatically
added to records (WORKFLOW v and CUSTOMER _ v/3/change request)can
cause issues. Ensure that you add filters for these sources so data validation rules do not
run for them.

¢. Inthe Value list, type the source name; for example, SAP.
9. Save the data validation rule.

Example 1 - Validate the source

Create a data validation rule to check that a custom key source name matches the predefined list of
sources. In this example, the only source is SAP.

The rule ensures that any custom keys from Veeva OpenData (MASTER _ v) or from records that were

added using the Network Ul (WORKFLOW v and CUSTOMER _ v/3/change request)are
excluded from the rule.
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Entity HCP Rule Name HCPInvalidCustomKeySource
Code hcp_hcpinvalidcustomkeysource_ ¢ @

Description Ensure all custom keys on HCPs contain valid sources

Countries United States X

User Types Data Manager Data Steward System and Data Admin

Enabled

~ FAILURE MESSAGE

LANGUAGE MESSAGE
English v A custom key exists with an invalid source x
+ Add Language
v GROUPS
Object Type Custom Key v
v FILTERS @

FIELD CONDITION VALUE @ AND/OR @
Source v  Not Equals ¥  MASTER_v AND v
Source v Not Equals ¥  WORKFLOW v AND v
Source v Not Equals v  CUSTOMER__v/3/change_request

+ Add Filter

v CONDITIONS ©

FIELD CONDITION VALUE @ AND/OR ©@
Source v Not In v SAP
+ Add Condition

Case sensitive sources

For case sensitive sources, use regular expression conditions. The Find, Not Find, Equals, and Not Equals
comparisons are not case sensitive. Also, wrap the source name text with \b; for example,
\bMASTER _ V\b. Spaces can be included without quotations.

v FILTERS ©@
FIELD CONDITION VALUE @ AND/OR ©@
Source v Not Match RegularE... ¥ bWASTER__Vib AND v =
Source v Not Match RegularE... ¥ bWORKFLOW__V\b =
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Example 2 - Validate the value length of the custom key

In this example, if the Value field of the custom key is not 5 digits or 10 digits long, the rule will fail. The
rule only validates custom keys from the SAP source.

Note: The AND operator must be used for the condition. If OR is used, the rule will always fail.

Entity HCP Rule Name HCPIncorrectSAPCustomKeyLength
Code hep_hepincorrectsapcustomkeylength__ c @

Description Find records with an SAP custom key source that aren't 5 or 10 digits long

Countries United States X

User Types Data Manager Data Steward System and Data Admin

Enabled

v FAILURE MESSAGE

LANGUAGE MESSAGE
English v SAP custom keys must be 5 or 10 digits long x

4+ Add Language

v GROUPS
Object Type Custom Key v
v FILTERS @
FIELD CONDITION VALUE @ AND/OR @
Source v Equals v SAP =
+ Add Filter

~ CONDITIONS @

FIELD CONDITION VALUE @ AND/OR @
Value v Not Match RegularE... ~ ~{10} AND v
Value v Not Match RegularE... »  A{5) =

4+ Add Condition
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Testing validation rules

Data validation rules should be thoroughly tested before they are used in production. Create the data
validation rules in your Sandbox instance. You might need to adjust the rule or adjust the data manually
using source subscriptions. If data stewards encounter a rule that fails for an existing custom key, it
cannot be edited on the profile page. The steward will need an administrator to either edit or disable
the rule, or to run a source subscription and adjust the custom key values.

To validate the rules before finalizing them, run reports that mimic the rule criteria.
After the rules have been tested, export the rules to your Production instance using the Export
Configurations feature. For more information, see Exporting configurations. Custom fields or reference

codes are not exported by default when you export the custom key. These dependencies must be
independently added to the export.

New sources

When new sources are added, update your data validation rules.

Data updater

ADDRESS CLEANSING

Administrators and data managers can now choose to enable address cleansing when they run a data
updater job to update addresses. Address cleansing verifies addresses and parses the data into Network
fields. Because cleansing can change the address data in your uploaded file, you might not want
cleansing to occur; for example, if you are correcting postal codes on existing addresses. However, it is
helpful to use Network's address cleansing to correct entire addresses. Now, you have the option to
enable address cleansing depending on the address data in your file.

This enhancement is available by default in your Network instance.
Address cleansing options

Disable cleansing

When you create a data updater job, the option for address cleansing displays after you choose the
address object. The option is disabled by default.
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Update Records Cancel

Make changes to records,; for example, update primary addresses or custom fields, or inactivate records

o Upload File 2 | File Summary 3 ' Update Records

Select Object * Address -
| Verify and clean addresses ©

Source System * - »

Third Party Data * Does your file contain third party data? (Example: data licensed from IMS/IQVIA)
O No
) Yes

File Upload @ Required Column Headers: vid__v

Tip: To remove a value from a field, set the value to null__v

When address cleansing is disabled, only the vid v column is required in the file that you upload.
When the job runs, the updates in your file are applied to existing address records.

Enable cleansing

If you enable the Verify and clean addresses option, address cleansing occurs during the job. Network's
third party cleansing service verifies and parses addresses into Network's address fields. This is helpful if
you are using the data updater job to correct entire addresses.

Select Object * Address ~
Verify and clean acdresses @

Source System * change_request -

Third Party Data * Does your file contain third party data? (Example: data licensed from IMS/IQVIA)
@® No
) Yes

File Upload @ Required Column Headers: vid__v, address_line_1__v, locality__v, administrative_area__v, country__v, postal_code__v

Tip: To remove a value from a field, set the value 1o null__v

See Example

When address cleansing is enabled, several column headers (fields) are required in your file:
e vid v
e address line 1 v
e locality v
e administrative area v
® country v

e postal code v
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Click See Example to view an example file with the required fields. These fields ensure that address
cleansing can occur. If the fields are not in your file as column headers, the upload will fail.

On the File Summary tab, the Status column confirms that address cleansing will apply to the field.

’\',Up!mfto °Fllolmuy

FELD STATUS FIRST ROW VAL LE SECOND ROW VALUE THIRD
Network Entty val Feid ) AN 4L ]
phons i Recogrize 4214214
dre w address F Recognized; Address dex g wil 0 42 er Lane
dre e 2 (address_line v Field F grized; Address Cox g well oy o ulte 10(
3 w 3 (add eld Recogy A earsng wil oy o -
A o F Yy A . g Wil 0
A 4 Mve @ i Fured, A . g Wil (i} A
r } grize 3 0wl & o 5

If address cleansing is not enabled for a country, but the Verify and Clean Addresses option is set, the
data updater job simply skips the address verification and cleansing for any records for that country.

Network remembers your choice for the next time you log in and create a data updater job for
addresses.

Job Details

The Verify and Clean Addresses heading on the Job Details page indicates whether address cleansing
occurred for jobs for address objects. The heading does not display for jobs for other objects.

Job Details (ID: 24460)

» Job Results
v Job Overview
Job ID 24460
Status v Completed
Start Time  2020-01-15 10:04:00 EST
Duration a minute
Run By dharssang@verteo.com
Operation = Update Record
Object Updated Address
Source System change_request

Verify and Clean Addresses True J

Job Notes

41



Veeva Network 20R3.0.1 Release Notes \/

Data model

NETWORK EXPRESSION (NEX) RULES

Several new functions are available by default in your Network instance.

LOOKUPN()

This function is used specifically for lookup tables.

Use this function to lookup all values matching a key in the defined lookup table. For example, you can
use the functions to store a product family in a custom field. This new function is very similar to the
LOOKUP() function, but it returns all matching values on the table; the LOOKUP() function ends after it
finds the first value.

By default, LOOKUPN() returns 100 results. You can specify a parameter to limit the number of lookups
returned. The maximum limit is 500 values. If more than 500 is defined, the NEX rule automatically fails.

In a source subscription, the job will complete, and the error displays in the Job Error Log.

Syntax

LOOKUPN ('lookup table name', 'column name', <limit parameter>,
<lookup column 1>: <expressionl>, <lookup column 2>: <expression2>)

If a field contains an empty value, the empty value is returned in the results. For example, if the lookup
returns two values but the first value is null, the null value and separator displays with the text value.

Address Lookup Italy

00121

JOIN()

Use this function to format an array of values using a delimiter.

Tip: To ensure that the array returned by the LOOKUPN() function can be easily managed in a field or
another calculation, always use the JOIN function with LOOKUPN()

Syntax

JOIN (<collection>,<separator>)
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Example NEX rule

In a source subscription, create an after update rule for the lookup table, address__ t, that returns a
maximum of 10 postal codes from the United States and Spain. Format the returned array so each value
is separated by a pipe (]).

[
"postal code list ¢ = JOIN( LOOKUPN('address t', 'postal code v', 10,
country v: ['US', 'ES']), 'I")"
]

Support for field collections
A collection of fields can now be referenced in LOOKUP or LOOKUPN functions for NEX rules.
Example

You can include some of the specialty set of fields (speciality 1 vtospecialty 10 v)in
the LOOKUPN() function.

JOIN (LOOKUPN ('speciatlymatrix t', 'product family name c',
product specialty c: [specialty 1 v, specialty 2 v, specialty 3 v,
specialty 4 v, specialty 5 v], product specialty indicator c: 'E'), ';'")

GETTARGETTYPE()

The GETTARGETTYPE () function can be used to check the entity type of the record. This function can
be used when you write Network Expression (NEX) rules in source subscriptions and for custom fields.

The function is available by default in your Network instance.
Syntax

GETTARGETTYPE ()

Example 1

In this example, the function is used on a custom field to add an alternate key to HCP and HCO records.
The format of the alternate key is determined by the entity type of the record. For example, if the entity
type is HCP, prefix the key with HCP (HCP-<ID number>).

IF (gettargettype () == 'HCP',
NEWALTERNATEID ('HCP- {#########}', 'SEQ:100000000,999999999,HCP"),
NEWALTERNATEID ('HCO- {#########}', 'SEQ:100000000,999999999,HCO"))
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Example 2

In this example, the function is on a custom field to concatenate the entity type with a value; for
example, the Network entity ID (VID).

concat (gettargettype(),vid wv)

Source subscriptions

The GETTARGETTYPE () function can be used in any of the rule points: File Preparation,
Transformation, After Update, and Feed Acceptance.

If the function is used in the File Preparation stage, the item type (alias name) is returned because the

object is not yet mapped to the Network object type in that stage. For example, you might see
ACCOUNT returned in the File Preparation stage, which will be mapped to HCP or HCO in a later stage.

DELETE()

Use this function to delete objects and sub-objects during data load. Sets the record state to DELETED
(effectively removing objects and sub-objects from Network) and the status to INACTIVE, and inactivates
all custom keys on the object and sub-objects.

Syntax

DELETE ()

Example

In this example, if the main object's record state is DELETED, delete the related sub-objects for the
record, and inactive all custom keys for the main object and sub-objects.

IF (hco_status_ v=='D',K DELETE () )
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Data domains

ERD VIEW

An entity relationship diagram (ERD) view is now available for each data domain in your Network
instance. Use this view to get a better and faster understanding of your data model. This is also helpful
to use for reporting to understand what tables you can join in your SQL query. The view is read-only, but
if you update your data domain the view immediately refreshes so you can see the changes.

Data Domains » Customer Master

Customer Master

O
Cm DOMAIN

On this page: Details * Objects * Domain lcon Export Data Model Cancel

v Detalls

Domain Name Customer Master ERD View
Domain Code customer_master

Description The Customer Master domain contains entities like HCPs

and HCOs and is provided out-of-the-box by Network e

b
¢

This feature is available by default in your Network instance.

The ERD view loads when you open a data domain page. Click the view to see the full diagram.
Objects

All enabled and disabled objects assigned to the data domain display in the ERD view. Custom keys do

not display. Object types are identified by the colors in the legend. Veeva-owned objects are indicated
by a Veeva icon next to the object name.

Customer Master: ERD View

© Legend v Show Fieids =
Health Care Organization ¥ m
Veava Obmct -
-_— Onject 2 270 fokss %
2 112 helas
—
yect n other Doman
EE
Relationship Obpect
4 . -
Relationship Ownes
Sub-Otject a, y
% Health Care Professional m
Primary Key S Meath Care Organization, Meath Care 2
Professional 2y a,
q{ Forelgn Key # 65 tolds (& 287 Neids

2 45 talss
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When a relationship object contains a main object that is not in the current domain, the object still
displays in the ERD so you have a complete view of the relationship. A dotted line on the object
indicates that the main object is in another domain.

Payer HCO Relationship
Health Care Organization &, vid_ v
) : @, entity vid__ v
' € vid 4 e Vid v
: % i @, related_entity vid v “
! (4 274 fields 3 % Payer (' 20 fields
------------------------ (7' 16 fields

Each object identifies the following items:

e Primary key - The field that uniquely identifies an object and that is used to associate a main
object to sub-objects and relationship objects.

o Foreign Key - The primary key field from a main object that is used to reference a main object on
a sub-object or relationship object. Relationship objects contain two foreign keys; one for the
owner object and one for the related object in the relationship.

Hover your cursor over the line that connects two objects to view a tooltip that shows the related
objects as well as the primary and foreign keys used to connect the objects.

Example

In this example, there are two lines connecting the Parent HCO and HCO objects because the
HCO object is both an owning and related object in the relationship. The Parent HCO's foreign
key,entity vid v, isused to associate it to the HCO's primary key, vid v.

Health Care Organization

(7' 270 fields

Parent HCO Health Care Organization
entity vid_ v ==p vid v

Q, vid__ v
@, entity_vid__v
Qe parent_hco_vid__v Health Care Professional V/
G Health Care Organization, Health Care
Professional - H @, vid v
(7' 65 fields 7 287 fields
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o Relationship owner - Relationship objects only. The main object that is the owner of the
relationship.

e Fields - A count of the fields for the object. Click the link to navigate to the object's configuration
page to view the fields in more detail.

Clear the Show Fields option to see a more simplified view of the ERD diagram.

) Show Fields

m : ! Health Care Organization - »

Bl Health Care Professional - ¥ License |

Custom data domain example

The Payer Master domain contains Veeva standard objects and custom objects.

=
— | .
# 274 hoics [ERFE
a §
% Puyer T 20 fekts :F
16 fies ayer
o @ 14 hees
. ol
s a, a
% Plan 2 34 S %
- # 16 Nodes
a,
e,
% Pan

716 bekis
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Lookup tables

REPORTING ON LOOKUP TABLES

You can now include lookup tables in SQL queries. Previously, reporting was not supported for lookup
tables. Now you can run a query so you can analyze the table data and generate reports. When lookup
tables are loaded or reloaded into your Network instance, they are immediately available in reporting.
Existing lookup tables will be automatically available to report on.

All users with access to create SQL queries using the SQL Query Editor or on the Saved Reports page can
run reports against lookup tables that have been loaded to their Network instance. The Basic Report
Builder and Aggregate Report Builder do not support lookup tables.

This enhancement is available by default.

Create a query

The SQL Query Editor supports lookup tables. Use the tree view to display the lookup tables and fields
that are available to report against. You can also perform JOIN operations between lookup tables and
any table available in your Network instance; for example, Network defined tables or custom tables.

To query a lookup table:

1. Onthe Network menu bar, click Reports > SQL Query Builder to run a query against the table.

If you have just loaded or reloaded the lookup table, a spinner might display as the reporting
schema is being updated to include the lookup table and fields.

2. Type your query in the query box.
Lookup table options:

e Add the lookup table - Use the tree view beside the SQL Query Editor box to find the table.
To choose the lookup table, find the table in that category. Click the Add to Query button
to insert the table into the query box.

The Lookup Tables category displays if you have uploaded at least one lookup table.

Tip: You can also find fields and tables using the search bar in the tree view or using the
CTRL-Space keyboard shortcut.

To help you recognize which tables are lookup tables, the lookup table names contain the
t suffix.

Example

Create a query using the addressdata__ t lookup table.
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SQL Query Editor

E} Sample Queries D My Recent Queries Query Helper: Q Keywords
» & Customer Master View ERD ect * from
» Reference Data
- Lookup Tables
&5 address_eu_ 1 (address eu 1) Add 1o Query

v BB addressdata_ t(addressdata t) B %}

[0 administrative_area__ v

agministrative area v)

M country__ v (country_ v)
1) locality v (locality _v)
— ude only VALID &
) postal_code v (postal code v) inchie ony WALk s

e Add fields - Expand the addressdata__t table. The fields (columns) are listed
alphabetically.

Click the Add to Query button to insert each field into the query box.

o Perform JOIN operations (optional) - >Join the lookup table with another lookup table or
any table in your Network instance.

Example

To compare postal codes in your lookup table to postal codes in your Network instance,
join the lookup table (addressdata _ t)to Network's Address table. This example
returns the addresses where the postal code from the lookup table does not match the
postal code in Network’s address table, but the city, state and country are the same.

SELECT
address.address line 1 v,
address.address line 2 v,
address.locality v,
address.administrative area v,
address.postal code v,
addressdata t.postal code v,
address.country v
FROM
addressdata t INNER JOIN address
ON address.country v = addressdata t.country v
AND address.administrative area v =
addressdata t.administrative area v
AND address.locality v = addressdata t.locality v
WHERE
address.postal code v <> addressdata t.postal code v
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GROUP BY
address.address line 1 v,
address.address line 2 v,
address.locality v,
address.administrative area v,
address.postal code v,
addressdata t.postal code v,
address.country v

3. Click Run Query to view the results.

IDY Sample Queries D My Recent Queries Query Helper:  Q Keywords  Qif Operators X Format Query

1

2 address . address_line_1__v,

3 address.address_line_2__v,

“ address . locality__v,

5 address.administrative_area._ v,
6 address . postal_code__v,

7 addressdata__t.postal_code__v,
8 address . country__v

9 FROM
10 addressdata__t INNER JOIN address
11 ON address.country__v = addressdata__t.country__v
12 AND address.administrative_area__v = addressdata__t.administrative_area__v
13 AND address.locality v = addressdata__t.locality_ v
14 WHERE
15 address.postal_code__v < addressdata__t.postal_code__v
16 GROUP BY
17 address.address_line_1__v,
18 address . address_line_2__v,
19 address. locality__v,
20 address . adninistrative_area__v,
21 address.postal_code__v,
22 addressdata__t .postal_code__v,
23 address. country__v f—
Include only VALID and UNDER_REVIEW records in results. ©
Report Results (4 records) & Download Report < View Full Screen
&5 Table i Chan
ADDRESS LINE 1 ADDRESS LINE 2 cmy STATE/PROVINCE ZIPPPOSTAL CODE ZIP/POSTAL CODE COUNTRY
Via Degli Equi 1 Roma Rome 00185 00152 Italy
Via Frattina 48 Roma Rome 00185 00152 Italy
Via Degli Equi 1 Roma Rome 00185 00186 Italy
Via Frattina 48 Roma Rome 00185 00186 taly
4 »
Displaying 1to4of 4 Show 25 v 1 oft <D

4. Download the report results or save the query.
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Deleted lookup tables

When lookup tables are removed from your Network instance, the table is also removed from Network
Reporting. The table will not be available in the query helper buttons. Saved reports or queries that
contain the table will not validate.

Note: If you have used a lookup table in a NEX rule, the deleted table is not automatically removed from
the rule. Ensure that you remove the lookup table from the NEX rule.

SQL reserved words

Lookup tables can contain column headers that are also SQL reserved words; for example, where. To
ensure these words do not cause issues when Network validates the query, double quotes (") are
automatically added to the word when you select the column from the query helper; for example,
"where".

If you type the column header into the query, a validation error displays if double quotes (") are not
used.

OpenData subscriptions

NCPDP IDs

Veeva OpenData subscriptions for the United States now contain the option to receive National Council
for Prescription Drug Programs (NCPDP) IDs for HCOs. For compliance, Veeva OpenData can provide
NCPDP data only to customers that have a NCPDP license. Previously, NCPDP ID data was available to all
customers.

There is no extra cost for enabling this subscription and receiving this data.

Enable the NCPDP subscription

The Include NCPDP data field-level subscription is disabled by default in all Network instances. The
ncpdp num__ v field is also disabled by default. For existing customers, the subscription can be

enabled when your license is verified by Veeva OpenData. When the subscription is enabled, you must
also enable the ncpdp num v field so it can be managed by OpenData.

If you do not have a license, or your license has not yet been verified (new customers), the Include
NCPDP data option is dimmed in your US OpenData subscription.

Locally managing NCPDP data

The NCPDP field can be useful for matching purposes. If you do not have a license, the ncpdp num v
field for HCOs can be enabled and managed locally; data change requests on the NCPDP ID will be sent
to local data stewards.

For information about using Veeva standard fields to load local data, see Enabling data model fields.
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ADDITIONAL OPENDATA PARENT HCO RECORDS

The tooltips that displayed beside the Additional OpenData Parent HCO records options have been
removed. The tooltips contained a count of the records that could be downloaded into your Network
instance the next time the subscription job ran. The count could be vastly overstated because it could
not reflect the filtering criteria that is applied before records are downloaded. The tooltips have been
removed to avoid misrepresenting the count of records that could be downloaded.

Additional OpenData Parent
HCO records

Download Parent HCOs that are related to OpenData HCPs in my instance

Download Parent HCOs that are related to OpenData HCOs in my instance

Estienated rumber of additonsl HCOs in: 45

Please note that this number deesn take inlo account
all the fitering oteria that is appled when downloading
addtional HCOs:

2. HCO fiters (defined on this page)
b. Onlly active and valid HCO records in OpenData are
downlcaded

The real numbaer of new HCOs that are downlaaded
may be different.

CONVERTING OPENDATA OPT-OUTS

Administrators now have the option to configure an OpenData subscription so opted out records for
Veeva OpenData HCPs are automatically converted into customer-managed records.

Today, when HCPs opt out of OpenData, the record is no longer actionable; it disappears from your
Network instance and is masked in Veeva CRM. However, some HCPs that opt-out of OpenData still
consent to customers continuing to store and process their data. In this case, Network can convert the
OpenData record into a customer-managed (local) record that keeps the same Network entity ID. This
enables you to retain the history of transactions and to continue engaging with the HCP.

OpenData country subscriptions contain the setting to convert opted-out HCP records into customer-
managed records. The setting is managed by country so you have the flexibility to convert records in
some countries but not others. For example, your compliance team might have a policy for some
countries that opted-out records in OpenData must be opted out in your Network instance also.

HANDLING OF OPEN DATA OPT-OUTS

When an HCP opts out from Veeva OpenData it becomes inaccessibie in your Network instance, Use the following setling to automatically convert an HCP
Mo a customer-managed record when it is opted out from Veeva OpenData

Convert OpenData opt-outs into customer-managed records

When records are converted, the following information is retained on the customer-managed record:

e AllIDs on the record (Veeva ID, alternate IDs, custom keys).
e The account record in Veeva CRM including all of its transactional data.

This enhancement is available in all OpenData country subscriptions in your Network instance. The
setting is disabled by default.
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Note: This feature applies only to future records that are opted-out of OpenData; it does not apply to
records that have been opted-out in the past.

Some countries do not use the data privacy opt-out feature. If the setting is enabled for the country,
there is no impact to your data.

Supported records

OpenData records can be converted into local records if the record existed in your Network instance
before it was opted-out. If the HCP record was not downloaded before the record was opted-out, it
cannot be converted to a local record.

Convert records

In Europe, when HCPs request to be opted out, OpenData sends an email every 15 days to inform
customers about the requests. Ten days later, the data privacy opt out vfieldissetto True
for those HCP records. If you enabled the option to convert opted-out records in your OpenData country
subscription, the next time you sync with OpenData, the record will become a local record.

To enable the option:

1. Inthe admin console, click System Interfaces > OpenData Subscriptions.

2. Open a country subscription and select Convert OpenData opt-outs into customer-managed
records.

After the record is converted, it will no longer be updated by OpenData. It cannot be downloaded from
OpenData again and the Send to OpenData button on the profile is hidden from local data stewards so
the record cannot be taken over by OpenData.

If the opted-out record is not converted into a customer-managed record, it is no longer available in
your Network instance. This is the existing data privacy opt-out behavior.

Updates to converted records
When Veeva OpenData records are converted to local records, the following changes are applied:
Changes to fields

Fields are updated to identify the change in ownership.

Field Old Value New Value
record_owner_type__ v OpenData Locally Managed
record_owner_name__V OpenData Local
is_veeva_master__v True False
data_privacy_opt_out__v No/False No/False

All locally managed fields and sub-objects are retained when the OpenData record is converted to a
locally managed record.
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New source system

A new Veeva-owned system called opendata opt outs  visadded to your Network instance. Any
opted-out OpenData record that is converted will be assigned to this system. This enables you to easily
track the records that have been converted. The system cannot be used in source and target
subscriptions.

Custom keys

On the new local record, the MASTER_v source key will be inactivated. The MASTER__v source key is
added to every OpenData record that is downloaded to your Network instance. A new custom key for
the opendata opt outs v systemis added. That new custom key contains the Network entity ID.

= Hr. PD Dr. med. habil. Klaus Pietschmann

Birgerstr. 2 Chemnitz 09113 Sachsen
Doctor, Interal Medicine

v External Identifiers

National 1D Tax 1D

Custom Keys (2)

opendata_opt_outs__ v:HCP:929063072627753503

MASTER__v:HCP:929063072627753503

€

Revision history

In the record's Revision History, you can view the previous revisions and the changes that occurred
during the conversion; for example, the change in record owner name and type.
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Home > Hr. PD Dr. med. habdl. Klaus Pletschmann > Revision History

VERSION TIMESTAMP SYSTEM
20 2020-09-01 16:25:59 IST Master Changeset Import
10 2020-07-23 11:31:37 IST Master Changeset Import
JOB SUMMARY

JobID 3

Subscription dfb_import_v_3

Veeva Network 20R3.0.1 Release Notes

ACTION

Update from OpenData

Add from OpenData

Start Time 2020-07-23 11:31:00 IST

Duration a few seconds

FIELD VERSION 1.0 VERSION 2.0
Date Modified 2020-07-23 11:31:37 IST 2020-09-01 16:25:59 IST
ADDRESSES

Address - Blrgerstr. 2 Chemnitz 09113 Sachsen - Veova 1D: 929063072627753504
Record Owner Name
Custom Keys - MASTER _ viADDRESS:929063072627753504 - Veeva 1D: 9369442221735956201
Status
Veeva Master Record?

Record Owner Type

Data lineage

OpenData

A (Active)
rue

VOD (OpenData)

Local

I (Inactive)
false

LOCAL (Locally Managed)

On the data lineage page for the converted local record, all of the OpenData sources are replaced with

the new system, opendata opt outs.
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Home > Hr PD Dr. med. habil. Klaus Pletschmann > Data Lineage Select custom keys I 2 “

L L

Data Lineage

Jump to a section ~ Customer Master Record opendata_opt_outs__ v
HCP
929063072627753503
v Job Detalls
Database Last Updated 2020-09-01 16:26:00 IST
v Primary Information
Prefix Mr. O Mr.
Academic Title PD Dr. med. habil. © PD Dr. med. habil.
First Name Klaus © Kilaus
Last Name Pietschmann @ Pietschmann
Alternate Last Name Miller © Mller
HCP Type Doctor @ Doctor
Veeva ID 929063072627753503 © 929063072627753503
Primary Country Germany © Germany

Relationship considerations

If a converted record has relationships to OpenData HCOs, the relationship is converted to a local
relationship. You can view these relationships in detail using Network Explorer.

HIERARCHY
+
(%) Kiinikum Chemnitz - Standort
®  BargerstraBe 2 / Klink fir .
Radioonkologie
_ & H.PDDLm
1 Pietschman

(%) Polikiink Chemnitz MVZ
@ BirgerstraBe / Ambulanz far
Strahlentherapie

Open in Network Explorer
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Merge records

After opted-out records are converted into local records, they can be merged into other local or master
records as usual.

Change requests

Updates to the converted HCP record will be routed to local data stewards. If the record was not
converted to a local record, the DCR is automatically rejected.

Reporting on converted records
To report on records that have been converted in your Network instance, you can run a SQL query.

Sample query

SELECT
hcp.vid v,
hcp.record merged vid v,
customkey.custom key status v,
customkey.custom key source type v,
customkey.custom key type v,
customkey.custom key value v
FROM
hcp JOIN customkey
ON hcp.vid v = customkey.custom key entity id v

WHERE
customkey.custom key source type v = 'opendata opt outs v'
AND hcp.vid v = customkey.custom key value v

ORDER BY o - o
hcp.vid v

This query includes merge losers because converted records could be merged into other local records. In
the report results, the surviving record ID displays if the record was merged into another record.
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SQL Query Editor

Reporting Database Last Updated: Seplember 1, 2020 - 16:00 IST

IR sample Queries

Query Helper:  EB Tables  [T]Fieks

1 SELECY

FROM

X R

-

WHERE

- e
>N -

ORDER BY

u

Report Results (12 records)

Ad Hoc Download

VEEVA ID

655192564701348865
655192592215983109
655192678979355654
721586802095905794
750151983876293728
928881389451280928

6268863116208972319

hep.ovid__v,

hep . record_merged_vid__v,
customkey . custom_key_stotus__v,
customkey . custon_key_source_type_ v,
customkey . custom_key_iten_type_ v,
customkey . custom_key_value v

hep . vid__v

D My Recent Queries

hep JOIN customkey
ON hep.vid__v = customkey.custom_key entity_id__v

SURVIVING RECORD VEEVA ID

936845216819889772

-1

721586902095905794

& Reterence Codes

STATUS
Inactive
Active
Active
Active
Active
Active

Inactive

Q_ Keywords {5 Operators

customkey . custon_key_source_type__v = 'opendata_opt_outs__v'
AND hcp.vid__v = customkey.custom_key_value__v

o [

= Format Query

(7] include only VALID and UNDER_REVIEW records in results, O

SOURCE

opendata_opt_outs__v
opandata_opt_outs__ v
opendata_opt_outs__ v
opendata_opt_outs_ v
opendata_opt outs v
opandata_opt_outs__ v

opendata_opt_outs__v

& Download Report

ITEM TYPE

33888383

" View Full Screen

VALUE

655192564701348565
655192502215683109
655192678979355654
721586902095905794
750151983876293728
928881389451280928
928893116208972319

Converted records cannot be downloaded to your Network instance using Ad Hoc Download in an
OpenData subscription. If the Network entity ID (VID) of an opted-out record or converted record is
added, an error displays.
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FILTER LABELS

The filter labels that are used to subscribe to additional HCPs and HCOs in country subscriptions are
updated to more accurately reflect how the filters actually work.

Health Care Professional

Subscribe %o additional Veeva OpenData HCP records
FIELD CONDITION VALUE
Any Specialty v Comains v Acupuncture Acuse Care AND x
Animal Health Business Professional
Type v Comains v Non-Prescribing Mealth Care Professiona x
Prescriber Resident Student
Updated labels
The following labels have been updated.
Previous Field Updated Field Description
Label Label
All Specialties Any Specialty The filter looks for the value in any of the fields in the
specialty field set: specialty 1 v to specialty 9 wv.
Types Type The filter looks for the value in the object type field:

hco type v Or hcp type wv.

Source systems

SYSTEM TYPES

Source systems now include a type and icon so it can be immediately identified as a Veeva system, SAP
Concur® system, or custom system.

This enhancement is available by default in your Network instance.
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New System U save

v Details

Name New_ System
Type Custom v

lcon Select an icon

Description A new system for loading HCP data

Proprietary Yes @® No

Restricted data Yes @ No

Third Party Master Yes @® No
Unmerge Abllity Do not unmerge v

When you create or edit a system (System Interfaces > Systems), a type is now assigned to the system.
Choose one of the following options from the Types list:

e Concur

e Custom (default)
e Veeva CRM

e Veeva Nitro

e Veeva Vault

By default, Custom is selected.

You can also optionally add an icon for the system. Click Select an icon to choose one from the icon
library.
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Source subscriptions

ERROR LOG

The Job Error Log now includes a Native Key column. If you set a native key in your source subscription,
it will display in the error log so you can identify which incoming record experienced the error. This is
helpful if the record does not have the Network entity ID (VID) as the key.

The option to export the job error log to your FTP server is available in the General Settings section of
your source subscription configuration.

This enhancement is enabled by default in your Network instance.

RECORD STATE MANAGEMENT

Administrators and data managers can add a new advanced property to source subscriptions to
determine which records should be updated based on record state. Updates to non-valid records (merge
losers, invalid or deleted) typically have no benefit because they are not visible in the Network Ul.
Updates to merge losers after they have been merged are not shared with the winning record. So,
although these updates are lost, they are still processed in other subscription jobs (for example, target
subscriptions). You can use this property to specify that only Valid records are updated to reduce
processing times.

This property is available in your Network instance by default. If the property is not defined, the default
behavior (ANY) is applied to new and existing subscriptions to ensure that existing behavior in your
source subscription does not change.

New advanced property

Add the property to the Advanced Mode in your source subscription to determine the records that are
updated.

New property

job.merge.allowUpdatesForRecordsWithState

Supported values

e ANY (default)

e VALID

e [INVALID

e UNDER_REVIEW
o MERGED_INTO

The property supports the non-valid record options because there might be situations where you need
to make updates to non-valid records.
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This property only applies when updates are done through key matching (using custom keys and/or
Network Entity IDs (VIDs)) within a source subscription. Updates to non-valid records should be
uncommon because custom keys are typically copied to the surviving record in a merge or inactivated in
other situations, so key matching directs the incoming update to the valid record.

Job details

If a source subscription attempts to update a record whose record state is different from the property
value in that subscription, a warning displays in the Job Error section. You can investigate the incoming
updates further; for example, if updates were attempted to a merge loser, you might want to add them
to the merge winner.

Target subscriptions

EXPORTED FILES

Target subscriptions now contain options for defining the exported file format and file name. This
enhancement enables you to have more control over the exported files.

This enhancement is enabled by default in your Network instance.

Define the file format and name
To specify the file details

1. Create or edit a target subscription (System Interfaces > Target Subscriptions).
2. Inthe General Export Options section, find the File Format heading.
3. Expand the Export File Format list and select one of the following options:

o Compressed single file (default) - One compressed file that contains a .csv file for each
object.

o Compressed individual files - A compressed file for each object is created.
e Uncompressed - An uncompressed file for each object is created.
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FILE FORMAT
Format CSV Encoding UTF-8
Delimiter v Include header row?
Text Qualifier ° v

Export File Format Compressed single file

Compression Format @® Zip (zip)
_) Tar Gzip (tgz

) Tar Gzip (tar.gz)

Export File/Folder Name ) Default
® Include Name and Timestamp

_) Static Name ©

FTP Path @ Default (U Custom

4. Choose a Compression Format:
e Zip (zip) - Supported for Compressed single file and Compressed individual files.
o Gzip (gzip) - Supported for Compressed individual files.
e Tar Gzip (tgz) - Supported for Compressed single file.
e Tar Gzip (tar.gz) -Supported for Compressed single file only.

If you chose to export an Uncompressed file, these options do not display.

5. Beside Export File/ Folder Name, choose one of the following options:
e Default - The file exported with the following naming convention: exp ########.

o Include Name and Timestamp - The file is exported with the following naming convention:
<subscription name> YYMMDDTHHMMSSSSS; for example,
CRM Target 170113T191503397.
e Static Name - Define a name so the file will always be exported with the same name. The
file and folder will be overridden each time the job runs.
6. FTP Path - Choose the Default path or create a Custom path.

The default path is outbound/<system name>.

When the target subscription runs, the data will be exported with the format and name that you've
specified.
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Examples
In these examples, the source system and the target subscription have the following names:

e System-test
e Target subscription - testexport

Example 1

If you choose to export a Compressed single file using the Default FTP path, the files are placed in the
outbound/test/testexport folder.

o Single_tgz.tgz = Tar Gzip (tar.gz) file with a Static Name.
e exp_00000033.zip = Zip file with a Default name.
e Single Zip File.zip = Zip file with Static Name.

Filename
3 inbound
¥ [ outbound
v [ test
v testexport

I Single_tgz.tgz
I exp_00000033.zip
I Single Zip File.zip

Example 2

If you choose to export Uncompressed using the Default FTP path, the files are placed in the
outbound/test/testexport folder.

e Uncompressed Export = Static Name
When you choose Uncompressed, the files are exported in .csv format.

Filename

» ' inbound

¥ [ outbound

v ) test
v testexport

+ address.csv
# customkey.csv
* hco.csv
“ hcp.csv
+ license.csv
4 parenthco.csv
M manifest
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If you choose to export Compressed individual files using the Default FTP path, the compressed file is
placed in the outbound/test/testexport folder.

o Individual_Zip = Zip file with Static Name.
e testexport 200901T125637944 = Zip file with Include Name and Timestamp.

¥ |} outbound
v Bl test

¥ |1 testexport

v B Individual_Zip

I
I
I
I
I

I

hco.csv.zip
hcp.csv.zip
address.csv.zip
license.csv.zip
customkey.csv.zip
parenthco.csv.zip

M manifest

v Bl testexport_200901T125637944

L

-

address.csv
customkey.csv
hco.csv
hcp.csv
license.csv
parenthco.csv

M manifest
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Network integrations

INTEGRATION DASHBOARD

The Integration Dashboard provides an organized view of all the integrations coming in and out of
Network. Administrators can use the dashboard to track integration activities by system from a single
location.

v OpenData vV CRM V Vault Nitro
@ 7 Countries & o 2% m Ifg 26 28 28

B 3CRM Orgs 023 Vst natances 52 2 NEro Instances

...... Network

,
.

The Integration Dashboard is enabled by default.

Access the dashboard

Administrators and data managers can open the dashboard by clicking Integrations on the Admin
console menu.

Dashboard

All systems integrated with your Network instance are represented on the dashboard. Veeva systems
are located at the top of the dashboard.

Other systems that you have defined in your Network instance are added by default and are grouped by
the dataflow directions:

e Inbound - The system only has inbound integrations.
e Outbound - The system only has outbound integrations.

e Bidirectional - The system has bi-directional integrations or has both an inbound and an
outbound integration.
Each dataflow group is sorted so that the systems that are most frequently used are at the top of the
list.
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Viewing system cards

Each system has a card that provides the following information:

System Name - The name that you defined when you created the system (System Interfaces >
Systems).

Icon - A Veeva icon for Veeva systems, or a predefined icon for non-Veeva systems.

Type - The Veeva product name or Other for non-Veeva systems. The Type is defined when you
create the system.

Dataflow Type - Inbound, Bidirectional, or Outbound.

Integrations - Data integrations represented by icons, for example, target subscriptions or source
subscriptions. See the Integration Types legend for details.

Systems with multiple integrations of one type have a count beside the icon; for example, 2"
means that there are two target subscriptions configured for the system. Only active integrations
display on the dashboard; for example, disabled target subscriptions do not display.

Last Activity - The date that the most recent integration ran. No System Activity message means
that the integration has yet been run.

View Veeva system cards

Veeva cards display for each product that you integrate with. Cards for CRM, Vault, and Nitro are similar.

Example

The Veeva CRM card displays all CRM systems (orgs) in your Network instance. If the card does not have
room to display all the integrations, click the ellipses (....) to expand the integrations.

The count beside each integration is a total for all CRM systems in your Network instance. For example,
if you have two CRM orgs and two target subscriptions, that could mean that each org has one target
subscription.

é5 Affiliation Widgets (1)

«+ Bridges (3)

A& Connectors (2
i 3 2 ¥ = @ 5 Profile Widgets (1)
- Search Widgets (1
= 3 CRM Orgs Q '

B) Source Subscriptions (1

) Target Subscriptions (3)

Click the card to open it.
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\4

In this example, the Network instance has three CRM orgs defined. The system that displays by default is

first alphabetically by name.

The integrations for the system display in the left panel. Use the System list to switch to the other CRM

system.
VCRM
System: ’vcm.ws v
&= Details Name VCRM-US
&5, Affiliation Widgets Type Veeva CRM
\/
s Bridges icon VCRM
Dataflow Type QR:1Zoll{ -iLLE]
#& Connectors
test
5] Profile Widgets
Description
Q) Search Widgets
EY Source Subscriptions
Proprietary No
Target Subscriptions
gel Su P Restricted data No

Third Party Master

Unmerge Ability

No

Do not unmerge

Click on an integration to view more details. For example, click Target Subscriptions to see details about
the subscription jobs. The time of the last job displays in your timezone. Click the link in the Name
column to navigate to that subscription configuration.
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VCRM x
System: VCRM-US v

= Details
Search Target Subscriptions Q

i1, Affiliation Widgets
NAME “ LAST RUN SCHEDULE LAST JOB STATUS

o= Bridges us_crm_target 2020-08-25 07:34:39 IST Manual v COMPLETE
A& Connectors
5] Profile Widgets

Q) Search Widgets

Source Subscriptions

@ Target Subsiptions

Veeva OpenData system card

If you subscribe to OpenData, the card displays the count of countries that you have subscribed to.

V/ OpenData

@ 7 Countries

No System Activity

Click the card to view the list of countries. Each country subscription displays the subscription status and
details about the most recent jobs. Click the country link to navigation to the subscription configuration.
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V OpenData

@ Subscriptions

COUNTRY
I+l Canada
B Garmany
Bl ireland
Bl nay

&£ Spain

Veeva OpenData Subscriptions

“ LAST JOB TIME

United Kingdom

= United States

Add and edit custom systems

SCHEDULE

Manual

Manual

Manual

Manual

Manual

Manual

Manual

LAST JOB STATUS

STATUS

DISABLED

ENABLED

ENABLED

ENABLED

ENABLED

ENABLED

ENABLED

When you create a new system in your Network instance (System Interfaces > Systems) the system will
automatically display on your Integration Dashboard once an active integration is created; for example,
after a target subscription is created for the system. The system can be edited to change the icon and
description. The system properties (for example, Proprietary and Unmerge Ability) are read-only on the

Integration Dashboard.

ServiceCloud

= Detalls Name
#& Connectors Type
Icon

Q) Search Widgets

%) Target Subscriptions

Dataflow Type

Description

Proprietary
Restricted data
Third Party Master

Unmerge Ability

Veeva and SAP Concur system cards are read-only.

70

ServiceCloud
Custom
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MIGRATION TO NETWORK BRIDGE

Network instances that use the CRM Data Subscription to export data from Network to CRM will be
migrated to the Network Bridge by spring 2021. The Network Bridge enables you to run and monitor
these data subscription jobs within Network.

The Network Bridge has been in production for early adopters since version 18R1.0. The migration
process has been available to do (through a Veeva Support ticket) since Network version 20R2.1.

For more information, see the Network Bridge topic in the Veeva Network Online Help.

Initiate the migration

The CRM Data Subscription will be supported until spring 2021, but you can begin the migration process
to the Network Bridge early. Contact Veeva Support to create a support ticket. Provide your Network
environment and the CRM 18-digit Org ID.

Pre-migration checks
Validate the following details to ensure the migration will be successful:

o Network Integration user - Ensure that the user in CRM is a valid user in your Network instance.
e CRM Integration user - Ensure that the credentials are valid.

o CRM data subscriptions - A valid country must be populated for each subscription.

o Target subscriptions - Ensure they exist and are linked to the correct CRM system.

e Subscription schedules - For schedules to migrate successfully, the CRM integration user's
timezone must be the same as the timezone that is set in the Veeva Process Scheduler.

Example

Verify the Time Zone that is set on the CRM Integration User's details page (Setup >
Administration Setup > Manage Users > Users).
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User
Integration User

Permigsion Set Assignments (1) | Permission Set Assignments: Activation Required [0] | P
Public Group Membership (0] | Queue Membership (0] | Team (9] | Default Account Team [0] | Managers in the R
Authentication Settings for External Systems (0]

User Detail Edit Sharing ResetPassword Freeze
Name Integration User
Alias  intg
Email  integration@verteo.com

Address us

Time Zone  (GMT-07:00) Pacific Daylight Time (America/Los_Angeles)
Locale  English (United States)

On the Process Scheduler page, ensure that the timezone that displays in the Next Queue Time
column matches the timezone for the Integration User.

4 Veeva Process Administration
Process Scheduler .

Acson Process Name Status. Active Schedule Next Queue Time Last Queue Time
Ean | fun Al Nedwork |nlegranen Processes
Edt Run Aprpved Emad Processes
Ean | Run Aparread Notws Procusses
Edt| Run CLM Processes
Edt | Run CRM vl Meladata Swnc Process
Eot | Run Engooe Meetng & Webinar Process
Edt | Run E03008 Processes
Eot | Run Maketng Coud Process
Edt | Run Motie CAM Scheduied Push Notfications
Edt | Run Muschamnes Cycle Plans Procass
Edt | Run Ntwork DCR Rery (QuiRound) Process
Eot | Run Network DCR Ungate (inbound) Process
Eat| Run | Deactvine  hatwor Subscroton Process Succasstlly Oueced v Ran avery 4 hours o 30 minctes ater the howr  CRON2000 S30PMPOT  (RON2020 11,30 AM POT
Edt | Rus QR Sigon Process
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Migration details

During the migration, changes occur in your CRM org and your Network instance.

CRM org

The following actions occur in your CRM org:

Credentials verified - The Salesforce credentials and the Integration User's credentials for your
CRM org are used to verify that the migration is occurring on the correct Network instance.
CRM data subscriptions - Existing data subscriptions are removed so they will no longer run.
Veeva Process Scheduler - The Network Subscription Process scheduler is deactivated. The
existing schedules will be replicated on the new Network Bridge jobs that are created in your
Network instance.

Network instance

The following actions occur in your Network instance:

External Credentials - A CRM org credential is created (Settings > External Credentials).

Network Bridge subscriptions - New subscriptions are created to replace the CRM data
subscriptions. Each subscription name has abm_ prefix to identify it as a migrated subscription
(System Interfaces > Network Bridge).

Subscription schedules - The schedules that you had on your CRM data subscription are created
for your new Network Bridge subscriptions.

Hourly schedules might display differently in Network. For example, if your CRM data subscription
has one hourly schedule set for every 4 hours, the Network schedule has several daily schedules
set for four hours apart.

Example

CRM Process schedule
Process Network Subscription Process
This task will repeat | Hourly v
Every: |4 | hours
Starting At: |30 T | minutes after the hour

Schedule will be active

Run every 4 hours at 30 minutes after the hour

Thu, Sep 3, 2020 3:30 PM (in 18 minutes)
Thu, Sep 3, 2020 7:30 PM (in 4 hours)

Cancel Save
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Network schedule

v Job Trigger Configuration

JOB SCHEDULE
Schedule @ Scheduled Manual
Every day at 15:30 PDT
Every day at 19:30 POT
Every day at 23:30 POT
Every day a1 03:30 POT
Every day at 07:30 PDT

Every day at 11:30 PODT

Network Bridge subscription jobs

The first time a Network Bridge subscription runs, it is a full run (delta starts at 0). If the export options

on the target subscription are set to Delta, the subsequent run will pick up the delta.

Disabled subscriptions

The Network Bridge is migrated as disabled if a schedule was not active for your CRM Data Subscription.

This ensures that the Bridge subscription job does not automatically run.
The migrated Network Bridge will be disabled in the following conditions:

e The CRM Data Subscription had no schedule.
e The CRM Data Subscription schedule was deactivated.
e The CRM Data Subscription was inactive.

To enable the Network Bridge, open the subscription and click Enabled.

Network_Bridge_CRM_US Details Clone  Start

v Detalls

Name Network Bndge CRM_US
Type CRM Data Subscription @

Status @ Enabled
) Disabled
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NETWORK BRIDGE ERROR LOGS

The error logs can now be exported in Microsoft Excel (.xIsx) format. Previously, the logs could only be
exported as .csv files. When .csv files are opened in Microsoft Excel, the Network entity IDs (VIDs) are
automatically rounded, so exporting directly to Microsoft Excel ensures that the VIDs do not change.
This enables you to easily view and copy the VIDs from the file.

This enhancement is enabled in your Network instance by default.

Examples

Error log downloaded as .csv and opened in Microsoft Excel.

. o MB g s
Home Insert Draw Page Layout Formulas Data Review View
A 8 C 4] 3 F G b | K

1 job_d country_cods source_objed network_id kustom_id  network_fiel crm_fleld  error_catege error_detalls

2 2678 US UCENSE 8.7268€+17 Salesforce U FIELD_CUSTOM_VALIDATION_EXCEPTI(
3 2678 US LICENSE 9.3156€+17 Salesforce U REQUIRED_FIELD_MISSING :Required fi
4 2678 US LICENSE 9.3155E+17 Salesforce U REQUIRED_FIELD_MISSING :Required fi
S 2678 US ADDRESS | 9.3029E+17 2012000000<DEpmIAG Unable to De Unable to Delete Address a012000000¢
6 2678 US ADDRESS 2 A336E+17 012000000cDEP3IAG Unable to De Unable to Delete Address 2012000000¢

Error log downloaded as .xIsx format and opened in Microsoft Excel.

® o ME S+ s+

Home Insert Draw Page Layout Formulas Data Review View
A 8 ( V] £ f G M
1 Job_id country_cc source_objinetwork Id custom_id network_fi crm_field  error_categ error_detalls
2 Hm us HCO 68818687063098368 Mapping Er invalid account country ES
3 5609 us HCO 'Sununumozzoa Mapping Er invalid account country ES
4 Moo us HCO 'Suunmmwonoa Mapping Er invalid account country ES
M609 us HCO £ 68818703295054850 Mapping Er Invalid account country €S

Download the error log

To download the error log in Microsoft Excel format:

e On the Job Details page, click Download Error Report Log. In the pop-up, select Microsoft Excel

(.xIsx).
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VEEVA CONNECTOR SUPPORT FOR REPORTS

Data in Veeva CRM and Veeva Vault can now be updated on a scheduled basis from Network reports
using the Veeva Connector upsert jobs. The Veeva Connector can read the files generated on the FTP
server from Network reports. The results are exported into unique subfolders which the Veeva
Connector can now find the latest .zip file during upsert jobs.

This enhancement is enabled in your Network instance by default.

Example

Network Reports enable you to define your own report with specific results using SQL. You can regularly
update your data in Veeva Vault or Salesforce™ using the report results.

When you save a report, you can define a custom directory for the FTP path.

ConnectorReport

ConnectorReport

v Download Report

Export Dropdown List (Reference () Labels
Value) fields as g Codes

Save Results to FTP

Save 1o the default FTP directory

@ Specify a custom FTP directory

FTP Directory |outbound/connectorreport

Results Folder @ Report Title reportiD runiD

Each time the report runs, the results are saved in .zip format in a unique subfolder.
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Remote site: joutbound/connectorreport '
» adhoc_export

.
ComnectorReport 937178284778392735_837178287422901407
? ComnectorReport 937178284778302735 037178489406574303

T om data subscription
T redshift
T report
T report
Fllename A Fllesize Filetype
ConnectorReport 937178284778392736_937178287422901407 Directory
ConnectorReport 937178284778392735_937178489405574303 Directory
2 dwectores

In your CRM Upsert Connector configuration, specify the FTP path for the report results. The upsert
connector will find the latest results in the path, including any subfolders the .zip file might be in.

ConnectorUpsert Details Clone Cancel

v Details
Connector Enabled ® Yes O No
Name ConnectorUpsert
System VCRM-US v

Connector Type CRM

Operation Upsert @

» Connection Settings

v Upsert Settings

FTP Path @  outbound/connectorreport/

Objects [ Source File % CRM Object & 1D Field
= 2 Field Mappings
ConnectorReport*.csv HCP_ ¢ vid__v

INCREMENT DELTA IDS FOR VEEVA CRM

Network now increments the delta ID for entities related to rejected data change requests so records
remain synced between CRM and Network.

Veeva CRM users can immediately save updates to DCR_Editable fields in CRM before the changes are

processed by data stewards. However, if the data change request is rejected, the record is not
considered changed in Network and is not included in the subsequent target subscription. This means
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the field value in CRM is now out-of-sync with Network. To prevent this, Network will increment the
delta ID for any rejected DCRs so the target subscription includes the record to update CRM.

For example, if you configure email fields as DCR_Editable in CRM, when a user updates an email in CRM
but it is rejected in Network, the target subscription updates the record in CRM so the email value

becomes synced with Network again.

This enhancement is enabled by default in your Network instance.

VEEVA CONNECTOR FOR NITRO

The Veeva Connector for Nitro is updated to use Intelligent Load. The runTasklob in the CTL file will be
setto jb_ftp intelligentload v.To support Intelligent Mode, the Nitro Connector jobs will
export individual .gz files to your FTP server. Previously, .zip files were exported. Using .gz files avoids
issues that occurred when Network uploaded the files because of special character handling for .csv
files.

These changes are enabled by default.

Admin settings

WORKFLOW SETTINGS FOR SUB-OBJECTS

Administrators can now define routing rules in the workflow settings so sub-object (address, license,
parent HCO) add requests are routed directly to local data stewards, even if the object is owned by a
master data source. Previously, all sub-object add requests for master records were first routed to
master data stewards for processing.

o |[f the add request was accepted, the sub-object was created and a local DCR was routed to local
data stewards to process custom fields.

o If the add request was rejected, the DCR was routed to local stewards if the review rejection
setting was enabled.

Now, you can define rules to route sub-objects directly to local stewards. For example, if you define a
custom address type, you specify that any add requests with that address type are routed.
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v Routing of Add Requests for Address, License, and Parent HCO Objects

Address () Default routing rules@

® Configure exception routing rules@

Define Address add request that will not be sent to master data providers (OpenData
or Third-Party Master) where applicable.

FIELD VALUE
Address Type v All Custom Reference Values
+ Add Field

License @ Default routing rules@®

Configure exception routing rules©@

Parent HCO (O Default routing rules@
® Configure exception routing rules©

Define Parent HCO add request that will not be sent to master data providers
(OpenData or Third-Party Master) where applicable.

FIELD VALUE

Custom Field 3 v All Custom Reference Values
3408 Affiliations

This feature is enabled by default in your Network instance.

Important:

e If you create a sub-object exception routing rule, contact Veeva Support to update your sub-
object comparison rules. These rules are not visible in the Network UI.

e Do not use sub-object routing for addresses and parent HCOs in countries where the Network
Address Inheritance feature is enabled.

Sub-object routing rules

A new section called Routing of Add Requests for Address, License, and Parent HCO Objects is added to
the workflow settings so you can determine where add requests for sub-objects are sent. Change
requests for sub-objects are routed to the respective owner.
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There are two options for each Veeva standard object (addresses, licenses, and parent HCOs):

o Default routing rules - This option is selected by default.
When add requests are submitted, the following behavior occurs:

e OpenData records - Add requests are sent to OpenData data stewards.
o Third party master records - Add requests are sent to third party master data stewards.
e Locally managed records - Add requests are sent to local data stewards

e Configure exception routing rules - Override the default behavior and send add requests for
specific sub-object types to local data stewards.

Note: Rules can only be defined for standard fields with custom reference values and for custom
fields that use standard and custom reference values.

Define sub-object exception routing

You can create an exception for any sub-object add request or for add requests for specific countries.

1. Inthe Admin console, click Settings > Workflow settings.
e To create an exception for all countries, complete the following steps in the Default
Workflow Settings.
e To create the exception for a specific country, expand the Country Exceptions section and
choose an existing country or click Add Exception to define a new country exception.
2. Inthe Routing of Add Requests for Address, License, and Parent HCO Objects section, select
Configure exception routing rules for the applicable object.
3. Inthe Field list, choose the field for the sub-object. For example, in the Address section, choose
Address Type.
4. Inthe Value list, select values for the type field. For example, choose the Ship To custom
reference value.

Exception routing can be defined on any standard fields with custom references, or custom fields
with custom or standard reference values.

5. Save your changes.

Now, if an add request is submitted with that custom type, the request is routed to local data stewards
for review.

Exception routing considerations

If the add request is for a new master record, the DCR is first sent to the master data steward for
processing and then the sub-object is routed to a local data steward.

If an add request for a master record is rejected, the sub-object record state is updated to Invalid and
the sub-object will not be routed to local data stewards. If review rejections is enabled, the add request
is routed to local data stewards, as usual, regardless of the sub-object type and exception routing.
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Users

DATA VISIBILITY PROFILES

Read only access permission

The Read-only access permission on data visibility profiles is renamed to Data Read-only access because
it restricts edit access to data only. If users have read-only access to data, they can view records, but
they cannot add or edit records. Previously, the Read-only access permission also prevented users from
adding and editing reports as well as data if they only had one data visibility profile. The restrictions for
reports have been removed so users with Data Read-only access can edit and create reports based on
their user type.

This enhancement is enabled by default in your Network instance.

NEW USER TYPE USER

A new user type called System and Data Admin is now available. This user type combines the System
Admin and Data Steward capabilities so you no longer need alternate user IDs to completely manage
your Network instance.

User type Data Steward -

Searct Q

Data Manager
Data Steward
Integration User
Standard User
System Admin

System and Data Admin @

This new user type is available by default in your Network instance.

User capabilities

As a System and Data Admin user, you have complete access to Network; all the capabilities of the
system administrator user plus the data steward user.
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Highlights of capabilities

Admin console - All menu items and feature capabilities are available; for example, you can
configure and run subscriptions and data maintenance jobs; view and edit the data model; create
users; configure Network widgets, and view audit logs.

Home dashboard - Network displays the administrator's home dashboard when you log into
Network. All dashboard widgets are available to you.

Ad Hoc Match - Jobs created by all users are listed.

Inbox - All jobs and data change requests display and are ordered by newest tasks. You have full
data steward capabilities for data change requests. If you open a task that is not assigned to
another user, the task is automatically assigned to you.

Data change requests - Any type of task can be processed (add or change requests and suspect
matches). Also, if the workflow settings are configured to review rejections by Veeva OpenData,
record changes that you make will be automatically accepted. The resolution note for these
requests will display: System approved - created by data steward.

Reports - All reporting capabilities are available.

Network Explorer - You can view and edit hierarchies.

Data Updater - Jobs for updating or merging records can be created.
Record profiles - All of the data steward capabilities are available to you.

This includes the following capabilities:

e Find Suspect Match (for local records)
e Viewing and processing associated tasks
e Access to the Validate button to run data validation rules.

e Access to the Send to OpenData button to send a record to OpenData for ownership
change.

e Promoting or rejecting candidate records

e Managing multi-country HCPs
Data validation rules - This user type is automatically added to existing rules and new rules and
cannot be removed.
Reporting - Access to all Network reporting capabilities, including viewing and editing reports
saved by other users.

Create a new user

To create a user with this new type:
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In the Admin console, click Users & Permissions > Users.

On the Users page, click Add User.

On the Add New User page, define the Username and Email.
In the User type list, select System and Data Admin.

The Inbox Task Groups field is automatically populated with the Data Loading Jobs and Data
Stewards groups. This ensures the user has data change requests and job warnings in their inbox.

Configure the remainder of the user profile as usual.
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The new System and Data Admin user has the same default settings as a Data Manager. Also, the SQL
Query Editor and Data Quality Report Access permissions that display when you create a Data Steward
user also display but default to Allow; Data Stewards do not have access to these features by default.

SWITCHING EXISTING USERS

Administrators can switch user types for an existing user. For example, if you have IDs for a data steward
and a system administrator, you can switch one of these IDs to the System and Data Admin user type.

When you switch a user type in the user's profile, the user type changes but data permissions and
settings are not updated automatically. You must adjust permissions for the System and Data Admin
user to they have access to the data and settings they need.

Consider switching the most active Network user with access to as many groups and features as
possible. The newly updated user should belong to the superset of groups from each of the previous
users.

After you've updated one of the user types, remember to inactivate users you no longer need.

Switching from a data steward user type

When switching from a data steward to System and Data Admin type, you might want to manually
adjust the following settings so the user has all of the intended capabilities:

o Inbox Task Group - Add the Data Loading Jobs group.

o Data Visibility Profiles - Add data visibility profiles for relevant countries and data sets.
e Data Updater - Merge Records permission - Change to Allow.

e FTP Access permission - Change to Allow or Allow Directory.

e SQL Query Editor permission - Change to Allow.

e Data Quality Report Access permission - Change to Allow.

v Additional Permissions

APl Access Don't Allow v
Compliance Data Hide Preview box on profile v
Data Lineage Display Preview box on profile v
FTP Access Allow v
Reports Display Tab v

SQL Query Editor

>
4

Data Quality Report Access Allow v
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Switching from an admin user type

When switching from an admin user to System and Data Admin type, you will likely have a number of
groups and profiles to assign to the new user type.

Update the user profile to include all new groups and data visibility profiles:

e Inbox Task Group - Add relevant inbox task groups.
e User Groups - Add relevant user groups.
o Data Visibility Profiles - Add data visibility profiles for relevant countries and data sets.

Inbox Task Groups  Data Stewards
Last Login 2020.02-25 20:02:28 EST
» Contact Information

v Data Visibility Profile

COUNTRY PROFILE
United States - Al US Data - x
France - EU Data - FR - x
Add Profile
v User Groups

GROUP NAME DESCRIPTION STATUS

US Data Stewards Group for data stewards in the Uniled Slales to provide acoess 10 specific fields. Active

Provisioning new instances

When a new Network instance is created, the user type that is created will now be a System and Data
Admin. Previously, the provisioned user was a System Admin.
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WELCOME EMAIL

The new user welcome email now includes the user type and Network instance URL details. Previously,

only the user name and temporary password were included in the email details.

Veevd Network

@ Welcome to Veeva Network!

Dear Inez Caballero,
Welcome to Veeva Network! Your user name and temporary password are given below:

User Name: inez.caballero@verteo.com
Password:

User Type: System and Data Admin
Instance URL: prod_instance.verteo.com

You'll be asked to change your password when you first log in. Note that passwords are case-sensitive. Make sure that you
choose a password that you can remember, but complex enough not to be guessed by others. If you experience problems,

contact your system administrator to reset the password

“Your Network Team

When administrators create new users, a welcome email is sent to the user if the Generate temporary

password and notify user option is selected. Users can click Log In to Network to navigate to the
instance's login page to change their temporary password.

This enhancement is enabled by default.
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API

VERSION UPDATE
The Network APl is updated to v22.0.

As with all version updates, integration users should continue to use v21.0 until there is a change for
v22.0 that they want to apply.

For more information about the Network API, see the Veeva Network API Reference at
http://developer.veevanetwork.com.

SEARCH FILTER EXCLUSIONS

Integration users can now exclude records from search results using custom fields without excluding
Veeva OpenData results. Previously, any filters used on custom fields automatically excluded OpenData-
only records because those records do not have the custom field. You can use custom fields to identify
the records that you want to exclude while still being able to search OpenData.

The exclusion filter supports the following:

o Multiple values
e Scoped entities
e Field sets

e Parent HCOs

NOT EQUAL

Use this exclusion filter to exclude objects from the search results if the object contains a certain value
on a field. If Search against OpenData is enabled in the Network instance and the exclusion filter is on a
custom field, OpenData records could be included in the results.

Example

Verteo uses a custom field top_institution c toidentify Top Institution Accounts. They want to
exclude HCO records where top _institution c=Yin Veeva CRM, because including them will
cause an issue for roll-up reports. Verteo still wants reps to be able to search for other HCOs that do not
have top institution c =Y (including OpenData records).

API call

{{URL}}/api/v21.0/search?g=*sexcludefilters=top institution c:Y
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NOT IN

Integration users can use this filter to exclude records from the search results if the record contains a
value from a set of values on a field.

If Search against OpenData is enabled in the Network instance and the exclusion filter is on a custom
field, OpenData records could be included in the results.

Example

Verteo wants to exclude objects that have a primary pediatric specialty. OpenData has multiple specialty
values for different types of pediatricians.

API call

{{URL}}/api/v21.0/search?g=*sexcludefilters=specialty 1 v:CPP, PMG, PPM, PDM,
EMP, PD, PDN, CHC

Note: This example excludes the records that contain a value in the specialty 1 v field. To
exclude records that contain the value in any of the specialty fields, see "Field sets" below.

Parent HCO

Parent HCOs can be excluded from the search results. The Parent HCO filters should filter the search
results from the parent_hco__v section and the supplementalResults section.

Example

Verteo wants to exclude hospital departments in search results. The reference code for hospital
departmentsis 4: 1.

API call

{{URL}}/api/v21.0/search?g=*s&excludefilters=hco type v:4:l&parenthcoexclud
efilters=hco type v:4:1

Field sets
Use exclusion filters to search an OR condition across field sets during search.
Supported field sets:

e specialty (specialty_1__vto specialty_10__v)
e credentials (credentials_1__v to credentials_5__v)
o medical_degree (medical_degree_1__vto medical_degree_5_ v)
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Example

Verteo wants to exclude entities with a Pediatric specialty. OpenData has multiple specialty values for
different types of Pediatricians.

This API call excludes records that has these values in any of the specialty fields (specialty_1__vto
specialty_10__v)

API Call

{{URL}}/api/v21.0/search?gq=*&excludefilters=specialty:CPP, PMG, PPM, PDM, EMP, P
D, PDN, CHC

Using with the parent HCO exclusion filter
You can also apply field sets to the parent hco filter.

API call

{{URL}}/api/v21.0/search?g=*&excludeparenthcofilters=specialty:CPP, PMG, PPM,
PDM, EMP, PD, PDN, CHC

Scoped objects
You can apply field sets to entity-scoped exclusion filters during search.
Example

Verteo wants to exclude HCPs with a pediatric specialty. OpenData has multiple specialty values for
different types of pediatricians.

API call

{{URL}}/api/v21.0/search?gq=*&excludefilters=hcp.specialty:CPP, PMG, PPM, PDM, E
MP, PD, PDN, CHC

Using multiple filters
Integration users can use multiple exclusion filters for search. The filters should be "AND" together.

Example API call

{{URL}}/api/v21.0/search?gq=*&excludefilters=hcp.specialty:CPP, PMG, PPM, PDM, E
MP, PD, PDN, CHC&excludefilters=hcp.hcp type v:P
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Example API call - multiple parent HCO exclusion filters

{{URL}}/api/v21.0/search?g=*&parenthcoexcludefilters=hco type v:4:ls&parent

hcoexcludefilters=is veeva master v:Y

Search widget filters
The exclusion filter can be used on preset filters for the search widget.

Widget filter

preset-exclude-filter="hcp.specialty 1 v=A"

You can also use exclusion parenthco filters on preset filters.

Widget filter with parent HCO filters

phco-preset-exclude-filter="hco.hco type v=11:98,11

:2&hco.hco_status_ v=A"
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